OEJIEPAJIBHAA CIIYKBA
10 TEXHUYECKOMY U1 SKCIIOPTHOMY KOHTPOJIIO

NHOOPMAILIMOHHOE COOBUIEHNE
00 0COOEHHOCTSIX 3alUThl NEPCOHAIBHBIX JAHHBIX IIPU UX 00pabOTKE B
MH(POPMAILIMOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX U CEPTU(PUKAIIUN CPEACTB
3alUThl UHGOPMAIUH, IPEAHA3HAUYCHHBIX JJIS 3alIUTHl IEPCOHAIBHBIX JaHHBIX

ot 20 HosiOopst 2012 1. Ne 240/24/4669

[TocTanoBnenuem IlpaBurensctBa Poccuiickoit denepanuu ot 1 Hos10pst 2012 r.
Ne 1119 ytBepxkneHbl TpeOOBaHUS K 3alIUTE MEPCOHAIBHBIX JAHHBIX IIPU UX 00paboTKe
B MH(OPMALIMOHHBIX CHUCTEMax IE€PCOHAJIbHBIX JAHHBIX M YCTAHOBJIEHBI YpPOBHH
3alUIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX HpU UX 00paboTKe B HHPOPMAIMOHHBIX
CUCTEMAX IEPCOHAIBHBIX JTAHHBIX.

B cootBercTtBHM ¢ yacTeio 4 crtathu 19 @epepanbHOro 3akoHa OT 27 HIONA
2006 1. Ne 152-®3 «O mepcoHaIbHBIX JaHHBIX» W TpeOOBaHUSAMH K 3alllUTe
NEPCOHAIBHBIX JAHHBIX HpU UX 00paboTke B HH(OPMALMOHHBIX CHUCTEMAax
NEPCOHANIBHBIX  JIAHHBIX, YTBEP)KIEHHBIMM  IOCTaHOBieHHEM I[IpaBuTennbcTBa
Poccuiickoii @eneparuu ot 1 HOsO6pst 2012 r. Ne 1119, ®CTIK Poccun 3aBepiiaercs
paboTa 1o MOATOTOBKE MPOEKTa HOPMATHBHOIO MPABOBOIO aKTa, YCTAHABIMBAIOILIETO
COCTaB M COJEpPNKAHUE OPraHU3alMOHHBIX M TEXHUYECKUX MEp MO O0ECIeUEHHIO
0€30MacHOCTH TMEPCOHANIBHBIX JAHHBIX MpU HX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAaX MEePCOHAIbHBIX TaHHBIX.

[IpoekT yka3aHHOTO HOPMATHUBHOI'O MPABOBOIO aKTa IUIAHUPYETCs 10 7 nexalOps
2012 r. pasmectuth Ha odummaasHoM caiite PCTOK Poccum www.fstec.ru mis
pPacCMOTPEHHUs 3aMHTEPECOBAHHBIMU JIMLIAMH.

B mensx obecniedyeHuss NMpeeMCTBEHHOCTH METOJOB M CHOCOOOB IO 3alUTe
NMEPCOHANBHBIX JAHHBIX TMpU HUX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX, a TaKXke CEepTU(PUKALUU CPEACTB 3alIUThl HHPOpPMAIUH,
IpeIHa3HaYeHHBIX JJIS 3allUThl IEPCOHAIBHBIX JaHHBIX, A0 U3/1aHUS B YCTaHOBJICHHOM
nopsiake HopMatuBHOTO IpaBoBoro akra ®CTOK Poccun, ycraHaBIMBarOMIEro COCTAB
U COJIEp’KaHH€ OPraHU3alMOHHBIX U TEXHUYECKUX MEp MO 0O0ecrieYeHHnI0 0e30MacHOCTH
NEPCOHANIBHBIX JAHHBIX MpU HX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMax
MIEPCOHAIBHBIX JaHHbIX, MO mnopydeHuto pykoBoactBa PCTIOK Poccum mnomaraem
11e71ec000pa3HbIM COOOIIUTD CIIEAYIOIIESE:

1. Ilpenmonaraercs, uyro HopMatuBHbIM mpaBoBoil akt DOCTIK Poccun,
YCTaHABJIMBAKOIINWNA COCTaB U COJEpPKAHUE OPraHU3ALUOHHBIX M TEXHUYECKUX MEp I10
oOecrieueHNI0 0€30MAaCHOCTH TEPCOHAIBHBIX JAaHHBIX TMPU UX 00paboTke B
UHGOPMAIIMOHHBIX CHUCTEMAax [EPCOHANbHBIX JAaHHBIX, OyAeT MPUMEHAThCA K
UH(GOPMAIIMOHHBIM CHCTEMaM I[E€PCOHANBHBIX JIaHHBIX, JUJISI KOTOPBIX pEIICHHE O
CO3/IaHUU CHCTEMBbI 3aIUThl MHPOpMAIMU OyJIeT MPUHATO MOCIE BCTYIUICHHUS B CHITY
YKa3aHHOIO HOPMaTUBHOI'O ITPAaBOBOT'0 aKTa.
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2. Ceptudukatel cooTBeTcTBUs, BhlIaHHbIe DCTOK Poccuu 1o BcTymieHus B
cuity HopMatuBHOro mpasoBoro akra @CTOK Poccum, ycTaHaBIMBAIOIIETO COCTaB U
COJIEp’KaHUE OPraHU3aLMOHHBIX U TEXHUYECKUX MEp M0 00ECleueHUI0 0e3011acHOCTH
NEPCOHAIBHBIX JAHHBIX NpU HUX 00paboTKke B HH(MOPMALMOHHBIX CHUCTEMax
NEPCOHANBHBIX JaHHBIX, EPeO(HOPMIICHUIO HE MOJIeKAT.

[Ipu BBIOOpE cpeAcTB 3amUThl WHGOPMALMK, HA KOTOpbIE CEepTU(UKATHI
cootBercTBUsI PCTOK Poccum ObuiM BBIIAHBI O BCTYIUIEHHS B CUJIYy YKa3aHHOI'O
HOPMATHBHOIO TIPABOBOrO aKTa, [JIs 3allUThl MEPCOHAJIBHBIX JAaHHBIX CUHUTAEM
1eJIeCO00Pa3HbIM PYKOBOACTBOBATHCS CIETYIOIINM

CpelcTBa 3aIlUThl MH(OPMAILMU, KOTOPbIE MOTYT HCIIOIb30BAThCS JJISl 3ALUTHI
NEPCOHAIBHBIX  JIaHHBIX, OOpalaThiBaéMbIX B  HH(OPMALMOHHBIX  CHCTEMax
MEPCOHANBHBIX  JaHHBIX 1 Kjacca’, MOTYT NPUMEHATHCS s obecreyeHus
3aIMIIEHHOCTH TEPCOHANBHBIX JAaHHBIX, 00padaThIBa€MbIX B HH(POPMALUOHHBIX
CUCTEMAaX MEePCOHANBHBIX JAHHBIX, 10 | YpOBHS BKIIOUUTEIBHO;

CpelcTBa 3allUThl MH()OPMAIMU, KOTOPbIE MOTYT HCIOIb30BATHCSA JJISl 3aLUTHI
NEPCOHANBHBIX  JAaHHBIX, O0OpabaTbiBaéMbIX B  HMH(OPMAIIMOHHBIX  CHUCTEMax
NEPCOHANIBHBIX JTaHHBIX 2 Kjacca*, MOTYyT NPUMEHATbCA s oOecrieueHus: 4 ypoBHs
3aIMIIEHHOCTH TIEPCOHANBHBIX JaHHBIX, O0O0pa0aThIBA€MbIX B HH(POPMALIMOHHBIX
CUCTEMAX IEPCOHAIBHBIX JTAHHBIX.

[Ipu obecrnieueHny 3aLIUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX, 00pabaThIBAEMBIX B
MH(POPMAILIMOHHBIX CHCTEMax NEPCOHAIBHBIX JTAHHBIX, MOTYT MPUMEHATHCSA CPEACTBa
3alUThl MHPOpMAIMK, B cepTU(UKATaX COOTBETCTBUS Ha KOTOpPbIE HE IPHUBEACHA
uH(pOpMaIus O BO3MOXHOCTU UX MCIOJIb30BAaHUS JJIS 3aIUThl IEPCOHAIBHBIX JTaHHBIX.
B sTtom crmydae (yHKIMM 0€30MacCHOCTH YKa3aHHBIX CPEACTB 3allUThl WH(MOpPMAIUU
JOJDKHBI  00ecreynBaTh COOTBETCTBYIOIIME TEXHUYECKHE MEpbl IO 00ECHEeYeHUIO
ONPEJEICHHOTO0 YPOBHS 3AIMIIEHHOCTH MNEPCOHAIBHBIX [aHHBIX, KOTOpbIE OyIyT
YCTAHOBJIEHbI HOpPMAaTUBHBIM TpaBOBbIM akToM OCTIK Poccum, onpenenstoniyum
COCTaB M COJEpPNKAHUE OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO 00ECleueHHUIO
0€30MacHOCTH TMEPCOHANIBHBIX JAHHBIX MpU HX 00paboTke B MH(GOPMAIIMOHHBIX
CUCTEMAaX MEePCOHAIbHBIX TaHHBIX.

3. ®CTOK Poccun Benércss paboTa MO MOATOTOBKE HOPMATHBHBIX MPABOBBIX
aKTOB MO BHECEHUIO M3MeHeHui B TpeboBaHuUs K cucTeMaM OOHapyKEHUSI BTOPKEHUH,
yrBepxkaennbie mpukazoM @CTIK Poccun ot 6 nexadpst 2011 r. Ne 638, u TpeboBanus
K CpeICTBAaM AHTUBUPYCHOM 3aliuThl, yTBEepKIAeHHbIe npukazom PCTIK Poccum ot
20 mapta 2012 1. Neo 28.

VYKa3aHHBIMM HOPMAaTHBHBIMHM ITPAaBOBBIMM aKTaMH ILJIAHUPYETCS YCTAHOBHUTH
clIeytouiee:

g o0ecniedeHuss 4 ypOBHS 3alIUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX B
MH(OPMAIMOHHBIX CUCTEMAX MEPCOHAIBHBIX HAaHHBIX OyAyT NPUMEHSATHCA CHUCTEMBbI
OOHapy>K€HUsI BTOPKEHUW M CpPEJCTBA AHTUBUPYCHOM 3alllUTHI, COOTBETCTBYIOLIUE
6 KJ1accy 3allUThI;

* YcranoBneH B cooTBeTcTBHM ¢ IlopsakoM mpoBeieHHs KiaccHUKAUM HHGOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIX, yTBepxaeHHbIM mpukazoM PCTOK Poccun, ®CB Poccun, Munungpopmesszu Poccun ot 13 despans 2008 r.
Ne 55/86/20 (3apeructpupoBan Muntoctom Poccuu 3 anpens 2008 r., peructpaiuonusiii Ne 11462).
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s obecriedeHUss 3 YpOBHS 3alUINEHHOCTH TIEPCOHANBHBIX JaHHBIX B
UH(POPMALIMOHHBIX CHUCTEMAax INEePCOHAIbHBIX NAHHBIX, B KOTOPHIX HE OINpPENIEICHBI B
KayecTBE aKTyallbHBIX YIpO3bl 2-TO THUIA W KOTOpble HE TOAKIIOUEHBl K
UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIM ceTaM MEKYHAPOIHOTO
uHGOPMAIMOHHOTO 00MEeHa, Oy IyT MPUMEHSITHCS CUCTEMBI OOHAPYKEHHsI BTOPKEHUN U
CpEeICTBa AHTUBUPYCHOM 3aIIUTHI, COOTBETCTBYIOIIHNE 5 KIacCy 3allUThI;

g obecrieueHuss | wiam 2 ypOBHS 3alllUIIEHHOCTH NEPCOHAIBHBIX JAaHHBIX B
UHPOPMAIIMOHHBIX ~ CHUCTEMaX TMEPCOHAIBHBIX JAaHHBIX, a Takke 3  ypOBHsA
3alUIIEHHOCTH MEPCOHABHBIX JTAHHBIX B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JAaHHBIX, B KOTOPBIX OINpEAENeHbl B KayeCTBE AaKTyaJbHBIX YIpO3bl 2-TO THIA WU
KOTOpbIE  MOAKIIOYEHBI K  MH(POPMALMOHHO-TEJIEKOMMYHUKALMOHHBIM  CETSIM
MEXIYHAPOAHOTO HWH(POPMALIMOHHOTO OOMeHa, OyIyT TPUMEHATHCS CHUCTEMBI
OOHapyXeHMsI BTOP)KEHUH M CpEACTBA AHTUBUPYCHOM 3alIUTBI, COOTBETCTBYIOIIHE
4 xnaccy 3alliuThI.

HavanpHuk 2 ynpaBiieHUs
OCTIK Poccumn A.Kyn



