3apeructpmposaHo B MuHtocte Poccmm 30 uioHa 2014 r. Ne 32919

®EAEPA/IbHAA CNYXKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NMPUKA3
ot 14 mapta 2014 r. Ne 31

OB YTBEP/EHUWN TPEEOBAHUIA
K OBECNEYEHUIO 3ALLUUTbI UHPOPMALIUU B ABTOMATU3UPOBAHHbIX
CUCTEMAX YNPAB/IEHWUA MPOU3BOACTBEHHBIMU U TEXHO/IOTMYECKUMM
MPOLLECCAMMU HA KPUTUYECKU BAXHbIX OBbEKTAX, MOTEHLIMANIBHO
OMNACHbIX OBbEKTAX, A TAK}KE OFbEKTAX, MPEACTABNAIOLLIUX
NOBbILLEHHYIO ONMACHOCTb A9 }XU3HU U 310POBbA NIIOAEN
N ANA OKPYXAIOLLIEM NPUPOAHOM CPEAbI

CNMCOK M3MEHSAIOLLMX JOKYMEHTOB
(8 pea. Mpukasos PCTIK Poccum ot 23.03.2017 Ne 49,
o1 09.08.2018 Ne 138, ot 15.03.2021 Ne 46)

B cootsetcTBuM c MonoxeHnem o PepepanbHoM caybe NO TEXHUYECKOMY W 3KCMOPTHOMY
KOHTPO/It0, yTBEPKAEHHbIM YKa3om Mpe3ngeHTta Poccuiickoin ®egepaumnm ot 16 asrycrta 2004 r. Ne 1085
(CobpaHue 3akoHoaaTenbcTBa Poccuitickolt deaepauunm, 2004, Ne 34, c1. 3541; 2006, Ne 49, ct. 5192;
2008, Ne 43, ct. 4921; Ne 47, c1. 5431; 2012, Ne 7, ct. 818; 2013, Ne 26, cT. 3314; Ne 52, ct. 7137),
NPWKasbiBato:

YTBepauTb  npunaraemble  TpeboBaHua K  obecneyeHuto  3aWMTbl  MHPOpMauMM B
ABTOMATM3UPOBAHHbIX CUCTEMAX YnNpaBaeHUA NPOU3BOACTBEHHbIMU N TEXHONOrMYECKMMKU NpoLueccamu
Ha KPWTMYECKM BaKHbIX OObBEKTax, MOTEeHUMaNbHO OnacHbiXx OObEeKTax, a TaKKe 0b6bekTax,
NpesCTaBAIOWMX MOBbIWEHHYD OMACHOCTb AJIA KU3HW W 3[00pPOBbA /l0Ael U A/1A OKpyKaloLwen
NPUPOAHOW cpesbl.

OupekTop

PepepanbHON cnyKObl NO TEXHUYECKOMY
M 3KCTIOPTHOMY KOHTPOJIO

B.CE/INMH



YTBEpKAEHDI
npukasom OCTIK Poccum
o1 14 mapta 2014 r. Ne 31

TPEBOBAHMA
K OBECNEYEHUIO 3ALLUTbI UHOOPMALIMN B ABTOMATU3UPOBAHHbIX
CUCTEMAX YNPABNEHNA NPOU3BOACTBEHHBIMW N TEXHO/TOTMHECKUMMU
NPOUECCAMWM HA KPUTUHECKN BAXKHbIX OBBEKTAX, MOTEHLUNA/IbHO
ONMACHbIX OBBbEKTAX, A TAKXKE OBbEKTAX, MPEACTABNAIOLLUX
NOBBILLEHHYO ONACHOCTb A/19 XXU3HU U 300POBbA NHOAEN
U ANA OKPYXAIOLLEEA NPUPOAHOMN CPEADI

CNMCOK U3MEHAIOLWMX LOKYMEHTOB
(8 pea. Mpukaszos CTIK Poccum ot 23.03.2017 Ne 49,
o1 09.08.2018 Ne 138, ot 15.03.2021 Ne 46)

. O6wume nonoxkeHusa

1. B HacToAlWEM [OKyYMeHTe YCTaHaBAMBalOTCA TpeboBaHMA K obecneyeHWo 3aWmThl
nHpopmauum, obpaboTKa KOTOPOW OCYLLECTBAAETCA aBTOMATM3MPOBAHHbIMU CUCTEMAMMU YMpPaBiAEHUA
NPOW3BOACTBEHHbIMU U TEXHOJIOTMYECKMMM MNPOLECCaMM  Ha KPUTUYECKU BaXKHbIX OObEeKTax,
NoTEHUMANbHO OMacHbIX 06beKTax, 06beKTax, NPeACTaBASIOLMX NOBbILEHHYI0 OMAaCHOCTb AN KU3HU U
3/10pOBbA NOAEN WU ANA OKPYXalolleld NPUPOAHON cpeabl (Aanee - aBTOMaTM3MPOBAHHbIE CUCTEMbI
ynpaBneHusa), OT HENpaBOMEPHOro AO0CTyMna, YHUUYTOMXKEHUA, MOoAMOULMPOBaAHUA, BNOKMPOBaHUS,
KONWPOBaHWA, MNPeAoCTaBNEHMA, PACMNPOCTPAHEHUs, a TaKXKe MHbIX HEenpaBOMEPHbIX OeNCTBUI B
OTHOLUEHUM TaKoON MHPOPMaLMW, B TOM 4UYMCAEe OT AECTPYKTUBHbIX MHPOPMALMOHHbLIX BO3L4ENCTBUI
(KomnbloTepHbIX aTakK), CNeaCcTBMEM  KOTOPbIX MOMKET CTaTb HapylleHWe QYHKLMOHUPOBAHUA
aBTOMaTU3MPOBAHHOM CUCTEMbI YIPaBAEHWA.

ObecneyeHne 6e30NacHOCTM  ABTOMATM3MPOBAHHbLIX CUCTEM  YNPAB/EHWUS,  SABAAIOLMXCS
3HAYMMbIMW O6BbEKTAMN KPUTUUYECKOW MHPOPMaLMOHHOM MHPPACTPYKTYpbl Poccuiickon deaepauumy,
OCYLLEeCTBNSETCA B COOTBETCTBUM € TpeboBaHMAMM No obecneyeHnto 6€30MacHOCTM 3HAaUYUMBbIX 0OBEKTOB
KpUTMYECKOM MHPOPMALUMOHHOM MHOPACTPYKTYpPbl Poccninckon Pegepaummn, yTBepKAEHHBIMU NPUKA3OM
depnepanbHON CAyXKObl NO TEXHUYECKOMY M 3KCMOPTHOMY KOHTpOAto oT 25 aekabpa 2017 r. Ne 239, a
TakKe TpeboBaHMAMM K CO34aHMIO CUCTeM 6€30MacHOCTM 3HAUYMMbIX OOBEKTOB KPUTMYECKOM
MHbOPMaLUMOHHOW MHpACTPYKTypbl Poccuinickolt deaepaunm n obecnedyeHmo nx GyHKLMOHUPOBAHUSA,
YTBEPKAEHHbIMM NpuKaszom PeaepancHOM CNy*KObl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTpoAt oT 21
Aekabps 2017 r. Ne 235 (3apeructpupoBaH MuHioctom Poccnm 22 despana 2018 r., perucTpalMoHHbIMI
Ne 50118).

Hactoawue TpeboBaHUS NMPUMEHAIOTCA B CAy4Yae MPUHATUA BAAAENbLEM aBTOMATU3MPOBAHHOM
CUCTeMbl ynpasneHua peweHua o6 obecneyeHun 3awmuTbl WHOpmauuKM, obpaboTKa KoTopou
OCYLLECTB/ISIETCA 3TOW CMCTEMOM W HapyleHne 6e30MacHOCTU KOTOPOM MOXKET NPUBECTM K HapyLIEHUIO
$YHKLMOHNPOBAHNA aBTOMATU3MPOBAHHOM CUCTEMbI YIPABEHUA.

B cnyyae Heob6XxoAMMOCTM NPUMEHEHUEe KpunTorpadpuyeckux MeToAoB 3almTbl MHOOPMALMK U
WndpoBanbHbIX (KpUnTorpadpnyeckmx) CpeacTs 3aWmTbl MHGOPMALMM OCYLLLECTBAAETCA B COOTBETCTBMM C
3aKoHogaTenbcTBOM Poccuiickon Peaepauun.

2. Hactoawume  TpeboBaHua  HanpaBaeHbl Ha  obecneveHne  QYHKLMOHMPOBAHUA
aBTOMAaTU3MPOBAHHOM CUCTEeMbl yMNpaBiAeHMA B LUTaTHOM pexXume, npu KoTopom obecnedymsaerca
cobnofeHe MNPOEKTHbIX NpeaesoB 3HAYEHU MNapaMeTPoB  BbIMOJHEHUS  LeneBbiX  YHKUMIA
aBTOMATU3MPOBAHHOM CUCTEMbI YMpPaB/ieHUA B YC/IOBMAX BO3LEWCTBMA yrpo3 6He3onacHocTu
MHPOPMaUMKN, a TaKKe Ha CHUKEHWEe PUCKOB HE33aKOHHOTO BMELATeNbCTBA B MPOLLECCh
OYHKLMOHMPOBAHNA aBTOMATU3MPOBAHHbLIX CUCTEM YMPaB/NEHUA KPUTUMYECKM BaXKHbIX OOBEKTOB,



NOTEHUMANbHO OMACHbIX 06BLEKTOB, 06BEKTOB, NPEACTABAAOWMX NMOBbLILLEHHYO OMNACHOCTb ANA XKU3HU U
3[,0pOBbA /ll04eN U ONA OKPYrKaloLWen NpUpoaHOl cpeabl, B TOM YMC/ie OMACHbIX NMPOU3BOACTBEHHbIX
06BbEKTOB (Oanee - ynpaBasemble (KOHTpoMpyemble) 06beKTbI), 6E30MacHOCTb KOTOPbIX 0becneynBaeTcs
B COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoii depepaumm o 6€30MacHOCTM 06BLEKTOB TOMJ/IMBHO-
3HEepreTMYeCcKoro KOMMAEKca, O TPAHCNOPTHOW 6e3onacHoCcTM, 06 UCNONb30BaHUKM aTOMHOW 3HEPruK, o
NPOMbILWIEHHOW  6€30MacHOCTM  OMacHbIX  MPOM3BOACTBEHHbIX 0O6bEKTOB, 0  6e3onacHocTu
rMAPOTEXHNYECKMX COOPYKEHUI U UHBIX 3aKOHOAATE/IbHBIX aKTOB Poccuiickoi Peaepaumn.

3. OdeictBMe HacToAlWMX TpeboBaHWMA pPaAcnpOCTpaHAETCA Ha aBTOMATU3MPOBAHHbIE CUCTEMBI
ynpasneHus, obecneynsatowime KOHTPOIb U ynpaB/ieHne TEXHONOTMYECKUM U (M) NPON3BOACTBEHHbIM
obopyaoBaHMem (MCNOSHUTENbHBIMU YCTPOMCTBAMU) U PEaNN30BaHHbIMU Ha HEM TEXHOIOTMYECKUMUN U
(nnun) NnpomsBoACTBEHHbIMKM NMpoueccamm (B TOM YMC/Ie CUCTEMbBI AMCNETYEPCKOro YNpaBaeHUs, CUCTEMbI
cbopa (nepemaun) [aHHbIX, CUCTEMbI, MOCTPOEHHbIE HA OCHOBE MPOrPaMMUPYEMBbIX OTUYECKUX
KOHTPOA/NIEPOB, pacnpesefieHHble CUCTEMbI YNPABAEHUA, CUCTEMbI YNPaBAEHWUA CTAaHKaMM C YNCNOBbIM
NPOrpaMMHbIM YpaBaeHUEM).

4. Hactoawme TpeboBaHuA npeAHasHayeHbl 418 ML, YCTaHABAMBaOWMX TPeboBaHMA K 3awWwmTe
MHOPMaLMN B aBTOMATU3MPOBAHHbIX CUCTEMAX YrpaBieHus (aanee - 3aKasuuk), nmu, obecneunsatoLmx
3KCMAyaTauuio aBTOMaTM3MPOBAHHbLIX CUCTEM Yynpas/ieHUsa (Janee - onepatop), a TaKxe auu,
NpMBAEKaeMbIX B COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuitickoit ®eaepaumn K nposeaeHuio paboT no
CO34aH1I0 (MPOEKTMPOBaHUIO) aBTOMATU3MPOBAHHbLIX CUCTEM YMpPaBAeHUA U (UAN) UX CUCTEM 3aLUTbI
(nanee - paspaboTumk).

5. Mpn 06paboTke B aBTOMATU3MPOBAHHOMN cUCTEMe ynpaBaeHUs UHGOPMaLUK, COCTaBAAIOLLEN
rocyapCcTBEHHYIO TalHy, ee 3awmMTa obecneymnBaeTcs B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit
depepaunm o rocyaapCTBEHHOM TaliHe.

6. 3awmTa MHPopmaLMM B aBTOMATU3MPOBAHHOM CUCTEME ynpaBaeHWAa obecneymsaeTcAa nyTem
BbINO/IHEHUS 3aKa3YMKOM, OMEPaTOPOM W pa3paboTynkom TpeboBaHWI K OpraHusaumMm 3awmTbl
MHGOpMaALUMM B aBTOMATU3MPOBAHHOW CUCTEME YMpaBfeHMA W TpeboBaHMM K Mepam 3almTbl
MHPOPMaLMKN B aBTOMATU3UPOBAHHOMN CUCTEME YNPaBAEHMUA.

Il. TpeboBaHUA K opraHu3aLuMm 3awmnTbl UHPopmauumn
B aBTOMaTU3UPOBAHHOM CUCTEME YNPaB/IEHUA

7. ABTOMaTM3MpPOBaHHAA CUCTEMA YNPAB/IEHUSA, KaK NPaBUIO, UMEEeT MHOIOYPOBHEBYIO CTPYKTYpY:
YpOBEHb ONEepPaToPCKOro (AMcneTyepckoro) ynpasneHus (BepXHUA YPOBEHD);

YPOBEHb aBTOMATUYECKOrO yrnpasaeHua (CpeaHuit ypoBeHb);

ypoBeHb BBOAA (BbIBOAA) AaHHbIX UCMONHUTEIbHBIX YCTPOMCTB (HUXKHUI (NONEBOI) YPOBEHb).
ABTOMaTU3NPOBaAHHAaA cMCTeMa YNpPaBAeHUA MOXKET BK/OYaTb:

a) Ha ypoBHe onepaTopCKOoro (AMCcneTyepckoro) ynpasieHus:

onepaTopckue  (OMCNEeTYEpCKMe), WHMKEHepHble  aBTOMATM3MPOBaHHble paboune  MecTa,
npombilwieHHble cepeepbl (SCADA-cepBepbl) C YCTAHOBAEHHbIM Ha HUX 0BLWECUCTEMHBIM U MPUKAAAHbIM
NporpaMmmHbIM obecneyeHnem, TEeNeKOMMYHUKALLMOHHOE obopynoBaHue (RommyTaTopbI,
MapLIpyTU3aTOPbl, MEXKCeTeBble 3KPaHbl, MHOe 060PyA0BaHME), @ TaKKe KaHa/bl CBA3Y;

6) Ha ypoBHE aBTOMATMYECKOro ynpaBieHus:

NporpaMmmmpyemble JI0TMYEeCKNE KOHTPOJIIEPbI, MHble TEXHUYECKME CPeACTBa C YCTAHOBJAEHHbIM
nporpaMmmHbiM obecneyeHvem, Mojyyatolme AaHHble C HWMKHero (NosieBoro) ypoBHA, nepejatolime
JaHHble Ha BEPXHMWI YPOBEHb 418 NPUHATAA PELUEHWA MO YNpPaB/ieHnto 06beKToM M (MaK) npoLeccom u



dopmupyolme  ynpasasowmMe KomaHapl (ynpaBastowyto  (KomaHaHyo) uHbopmauuio) - ana
NCMONHUTENbHbIX YCTPOMCTB, a TaKKe NPOMbILLJIEHHAA CETb Nepesayn AaHHbIX;

B) Ha ypoBHe BBOAA (BblBOAA) AAHHbIX (MCNONHUTENbHbIX YCTPOMCTB):

OATYMKN, UCMNONHUTENbHBIE MEXAHW3MbI, MHbIE annapaTHble YCTPOMCTBA C YCTAHOBAEHHbIMM B HUX
MWKPOMPOrpaMmMamMmn 1 MaWMHHbIMW KOHTPOI/IEPAMM.

Konnyectso ypoBHeN aBTOMATM3MPOBAHHOM CUCTEMbI YMPABAEHMA U €€ COCTaB Ha KaXKAOM U3
YPOBHEM 3aBMCUT OT HasHa4yeHWMA ABTOMATM3MPOBAHHOW CUCTEMbI YMPABAEHUA W BbINOJAHAEMbIX €10
uenesblx OGYHKUMA. Ha Kakgom ypoBHE aBTOMATM3MPOBAHHOM CUCTEMbI  YNpaBAEHUA MO
OYHKUMOHANbHBIM, TEPPUTOPMANIBHBIM UAWM MHBIM MPU3HAKaAM MOTYT BblAENATbCA LONOAHUTENbHbIE
CermeHTbl.

B aBTOMaTMSMDOBaHHOVI cucreme ynpasneHuA obbeKTamm 3alUTbl ABNAKOTCA:

nHbopmauus (gaHHbIe) 0 NapameTpax (COCTOAHUM) yNpaBAAEMOro (KOHTPOAMpPYyemMoro) obbekTa
unn npouecca (BxogHasa (BbixogHasa) WHbopmMaums, ynpasBasowasa (KomaHgHasa) uHbopmauus,
KOHTPO/IbHO-U3MepUTEIbHAA MHPOPMALMA, MHAA KPUTMYECKU BaXKHanA (TexHoormyeckas) nHpopmaumsa);

NPOrpamMmMHO-TEXHUYECKUA KOMMJIEKC, BKAOYAIOLWINIA TexHMYeckne cpeactsa (B Tom uucne
aBTOMaTM3MpPOBaHHble pabouyMe MecTa, MPOMbIWIEHHbIE CepBepbl, TeJIEKOMMYHUKaALMOHHOE
obopyaoBaHMe, KaHajbl CBS3W, MPOrpamMMUPYEMbIe JIOTUYECKME KOHTPOIEPbI, WCMNONHUTE/NbHbIE
ycTpolicTBa), nporpammHoe obecneyeHne (B TOM uMUC/e MUKpPOMpoOrpamMmHoe, obuiecnctemHoe,
NPWKAagHOE), a TaKXKe CPeACcTBa 3alLnTbl UHGOpMaLUuu.

8. 3awmrTa VIHd)OpMaLI,VIM B aBTOMaTM3MpOBaHHOﬁ cucreme ynpasineHuAa ABNAETCA COCTaBHOM
4acCTbtO pa60T no Cco3aaHuio (MO,EI,epHM3aLI,MM) M 3KCnayatauuu aBTOMaTMBMpOBaHHOI‘a CncTembl
ynpasaeHunAa 1 obecneumnBaeTca Ha Bcex CTaamnAax (3Tar|ax) €e Co34aHunA N B Xoae aKcnayaTauunun.

3awmTa MHGOPMaLUKN B aBTOMATU3MPOBAHHOM CUCTEME YNPABAEHUA AOCTUIAETCA NyTEM NPUHATUA
B pamMKax CUCTeMbl  3aluUTbl ABTOMATU3MPOBAHHOM  CUCTEMbl  YMPAB/JEHUA  COBOKYMHOCTU
OPraHU3aLMOHHbIX M TEXHUYECKUX Mep 3almTbl MHPOPMaLMK, HamnpaBAeHHbIX Ha ONOKMPOBaAHWE
(HeiTpanmsaumo) yrpos 6es3onacHOCTM WHOOPMaUMKM, peannsaums KOoTOPbIX MOXKET NpuBecTn K
HApYLWeEeHUIO LWTATHOrO penma PYHKLMOHMPOBAHMA AaBTOMATU3MPOBAHHON CUCTEMbI YMpPaBAeHUA U
ynpaBnsemoro (KOHTpoaupyemoro) obbekTa M (MiM) npouecca, Ha JI0OKaAu3auMio MU MUHUMMU3ALMIO
NnocaeACTBMA OT BO3MOXKHOM peannsaumm yrpos 6esonacHoct MHGOPMaLLMKM, BOCCTAHOBIEHWE LUTAaTHOMO
pexnma GyHKUMOHMPOBAHMA aBTOMATU3MPOBAHHOM CUCTEMbI YNPABAEHUA B C/lydae peann3auumu yrpos
6e3onacHOCTM MHbOPMaLuu.

MpuHMMaemMble OpraHM3aLNOHHbIE U TEXHUYECKME Mepbl 3aLUTbI VIHd)OpMaLl,VIMI

AO/MKHbI  obecneumBaTb AOCTYMHOCTb 06pabaTbiBaemoli B aBTOMATM3MPOBAHHOW cUCTEME
ynpasneHna uHbOPMaUMM  (MCKAIOYEHME HenpaBOMepHOro 6/0KMpoBaHMA UHbOpmauuK), ee
LEeNOCTHOCTb (MCKNOYEHME HEMpPaBOMEPHOro YHWUTOMXKEHUA, moanduumpoBaHua wHdopmaumu), a
TaKXke, NpU HeobX0AMMOCTM, KOHOUAEHLMANLHOCTL (MCK/IOYEHME HenpaBOMEpPHOro AocCTyna,
KOMMPOBaHWA, NPeSoCTaBAEHMUS UM PacipoCcTpaHeHus nHdopmaunm);

[OJIKHbI COOTHOCUTBCA C MEpPaMu MO NMPOMBILLIEHHOW, GU3NYECKOW, NOMKAPHOM, IKONOTNYECKON,
paguauMoHHOW 6€30MacHOCTM, MHBIMKM MepaMm Mo obecrieyeHUto 6e30NacHOCTM aBTOMATU3MPOBAHHOWM
CUCTeMbI YNPaBAEHUA U YPaBASEMOro (KOHTPoOMpyemoro) obbeKkTa u (Mam) npouecca;

He AO0J1XKHbl OKa3blBaTb OTpUUATE/IbHOIO BJ/IMAHUNA Ha LWITATHbIN peXnm d)yHKLI,MOHVIpOBaHMH
aBTOMaTM3MDOBaHHOVI CUCTEMDI YNPaBaeHUA.

9. T[poseaeHue paboT no 3awmte MHGOPMaLMM B COOTBETCTBMM C HacToAMMK TpeboBaHUAMN B
xo4e co34aHua (MoaepHM3auMKM) M 3KCNAyaTauuMuM aBTOMaTU3MPOBAHHOM CUCTEMbl YnpaBAeHMSA



OCYLLECTBNSAETCA 3aKAa3uMKOM, onepaTopom U (Mau) paspaboTyMKom camocTosiTeNbHO M (Maun) npu
HeobXoAMMOCTU C NpPUBAEYEHMEM B COOTBETCTBUM C 3aKoHOoAaTenbCcTBOM Poccuiickoit depepauuu
OpraHu3aLnn, MMeWmUX NNLEH3UI0 Ha AeATe/IbHOCTb MO TEeXHWYECKOoM 3awmTe KOHGUAEHUMANbHON
nHbopmauum B cootseTcTBMU ¢ PegepanbHbiM 3akoHOM oT 4 mas 2011 r. Ne 99-d3 "O nnueHsnpoBaHUK
oTAeNbHbIX BUAoB aeAatenbHocTn" (CobpaHue 3akoHoaaTenbctBa Poccuiickonn Pegepaunn, 2011, Ne 19,
cT. 2716; Ne 30, cT. 4590; Ne 43, c1. 5971; Ne 48, cT. 6728; 2012, N2 26, cT. 3446; Ne 31, cT. 4322; 2013, Ne
9, cT. 874; Ne 27, ct. 3477).

10. Ona obecneyeHna 3aWuTbl MHPOPMaLMKM B ABTOMATU3MPOBAHHOM CUCTEME YMNpaBAeHUS
OnepaTopomM Ha3HayaeTcA CTPYKTYpHOe nogpasfeneHve WAM  [O/MKHOCTHOe nuuo  (paboTHUK),
OTBETCTBEHHbIE 3a 3aLUNTY MHOOPMaLMK.

11. B aBTOMaTM3MpPOBAHHON CUCTEME YMNPABAEHMA NPUMEHSAIOTCA CPEACTBA 3aLLMTbl MHOPMALUUK,
npowejLwne OUEHKY COOTBETCTBMA B COOTBETCTBUM C 3aKOHOZATENbCTBOM Poccuitckoit ®epepaunmn o
TEXHUYECKOM perysimpoBaHuu.

12. Ona obecneyeHua 3awuTbl MHPOPMALMM B aABTOMATU3UPOBAHHOW CUCTEME YMpPaB/ieHUA
NpPoBOAATCA CeAytoLMe MePONPUATUA:

dopmupoBaHue TpeboBaHUI K 3awmte UHPOpmauMM B aBTOMATU3MPOBAHHON cuUcTeMe
ynpasneHus;

pa3paboTKa CMCTEMbI 3aLMTbI aBTOMATU3UPOBAHHON CUCTEMbI YIIPaBAEHUS;
BHEAPEHME CUCTEMbI 3aLLUUTbI aBTOMATU3UPOBAHHOM CUCTEMbI YNPaBAeHWA U BBOJ, €€ B AeiCTBUE;

obecneyeHne 3awWmTbl MHOOPMAUMM B XOA4Ee IKCMJ/yaTauMuM aBTOMATU3MPOBAHHOW CUCTEMBI
ynpaBfeHus;

obecneveHue 3alnTbI VIH(I)OpMaLl,VIM npu BbiBOAE W3 3KCNayaTauunn aBTOMaTM3VIpOBaHHOﬁ
CNCTEMDI YNpaB/aieHUA.

dopmupoBaHue Tpeb6oBaHUI K 3awmTe MHGopMmaLmK
B aBTOMaTU3UPOBAHHOM CUCTEME yNpaBieHUA

13. ®opmupoBaHMe TpeboBaHMI K 3awmTe UHPOPMALMM B aABTOMATU3UPOBAHHOW cCUCTEMeE
yNpaB/ieHNA OCYLLECTBAAETCA 3aKa3uNKOM.

dopmupoBaHme TpeboBaHM K 3awmuTe UHGOPMAULMM B aABTOMATUSUPOBAHHOM cUCTEME
ynpasnexHua ocyuwecteasetcs ¢ ydyetom FOCT P 51583 "3awuta mHPopmaumn. MNopagoKk cospaHua
aBTOMATM3MPOBAHHbIX CUCTEM B 3alUMLEHHOM wucrnonHeHun. Obwue nonoxkeHua" (panee - TOCT P
51583), FOCT P 51624 "3awuTa WHPopmaumn. ABTOMATU3UPOBAHHbIE CUCTEMbI B 3aLUMULLEHHOM
ncnonHeHnn. Obwme TpebosaHua" (panee - FOCT P 51624) n cTaH4apTOB OpraHM3aLuM U B TOM Yucie
BK/IHOYAET:

NPUHATUE PeLleHNA 0 HeobXxoAMMOCTU 3aWnTbl UHPOPMaLUM B aBTOMATU3MPOBAHHOM cUCTeMe
ynpaBsfeHus;

KnaccMduKaumMilo aBTOMATU3MPOBAHHOM CUCTEMbl ynpasaeHua no TpeboBaHMAM  3aLMTbI
nHpopMauun (aanee - KnaccMdUKaLMA aBTOMATU3UPOBAHHOW CUCTEMbI YNPABAEHUSA);

onpeaeneHuve yrpos 6esonacHocT MHOOPMALMM, PEANU3aUMA KOTOPbIX MONKET MNPUBECTM K
HapyLWeHMIO LITATHOMO peMma QGYHKUMOHMPOBAHMA aBTOMATU3MPOBAHHOM CUCTEMbI YyNpaBaeHUA, U
pa3paboTKy Ha UX OCHOBE MoAenn yrpo3 6e3onacHoCcT! MHPoPMaLUK;

onpegeneHune TDGGOBaHMﬁ K CUCTEME 3aLLUTDI aBTOMaTM3MpOBaHH0171 Cncrembl ynpassieHuUA.



13.1. Mpuv NPUHATUN pelleHns o HeobxoAMMOCTHM 3aLWUTbl MHGOPMALMM B aBTOMATU3NPOBAHHOWM
cucTemMe ynpaB/ieHWsA OCyLLEeCTBASAIOTCA:

aHanuns3 u,eneﬁ co3aaHuA aBTOMaTM3MpOBaHHOﬁ CnCTtembl ynpasieHMA U 3a4a4, peliaemblX 3TOM
aBTOMaTM3MpOBaHHOVI cucTemol ynpaBneHusa;

onpezeneHne MHGopmaumm, HapylweHWe AOCTYNHOCTU, LENOCTHOCTU UAU KOHOUAEHUMANBHOCTH
KOTOPOM MOXKET NMPUBECTM K HAPYLLEHUIO LUITAaTHOTO penma PpyHKLMOHMPOBAHMA aBTOMATU3MPOBAHHOM
cucTembl ynpaBneHusa (onpegenieHne KPUTUYECKM BaXKHOM WH$opmauMu), U OLEHKa BO3MOMKHbIX
NocneACTBUIN TAKOTO HapyLIeHWs;

dHaNnN3 HOPMATUBHbIX NMPaBOBbIX dKTOB, JIOKAJ/IbHbIX MPaBOBbIX aKTOB, METOANYECKUX AOKYMEHTOB,
HAaUWOHAa/IbHbIX CTaHAAPTOB WU CTaHAAPTOB Opl'3HM38LI,Mﬁ, KOTOpbIM  OO0J1X)KHa COOTBETCTBOBATbL
dBTOMATU3NPOBAHHAA CUCTEMA YNPAB/IEHUA,

NpuHATNE peweHna o HeOGXOAMMOCTM CO34aHMA CUCTEMbI 3aWUTbI aBTOMaTM3MpOBaHHOﬁ
CNCTEMDBI ynpaBaeHnAa U onpeageneHne u,eneﬁ M 3a4a4y 3aluTbl MH(I)OpMaLI,MVI B aBTOMaTVI3VIpOBaHHOl71
cncreme ynpasneHumA.

13.2. KnaccnduKkaumsa aBTOMaATU3MPOBAHHOW CUCTEMbI YNPaB/IEHUSA NMPOBOAMTCA 3aKa3YMKOM UAU
onepaTopomM B 3aBUCUMOCTM OT YPOBHA 3HAYMMOCTU (KpUTUYHOCTU) MHPopMaLmK, 06paboTka KOTopoi
OCYLLECTBNAETCA B aBTOMATU3NPOBAHHOM CUCTEME YNPABAEHUA.

YCTaHaBAMBAIOTCA TPU Kiacca 3alMLWEHHOCTM aBTOMAaTU3MPOBAHHOW CUCTEMbI YMpaBAeHUA,
onpeaensowne ypoBHM 3alLUWEHHOCTU aBTOMAaTU3MPOBAHHOM cucTeMbl ynpasaeHna. Camblii HU3KUIA
KNnacc - TPeTuil, camblil BbICOKMA - MepBblid. Knacc 3almuleHHOCTM aBTOMaTM3MPOBaHHOW CUCTEMBbI
ynpasneHuna onpeaenaerca B COOTBETCTBUM C npuaoxeHnem Ne 1 K Hactoawmm TpebosaHMAM.

Knacc 3awmueHHOCTU MOXeT 6bITb YCTaHOBNEH OTAENbHO ANA  KaxXaoro wus ypOBHEVI
aBTOMaTMBMpOBaHHOﬁ CUCTEMDI YNPaBaeHNA NN UHbIX CETMEHTOB NPU UX HAaUYNN.

Pe3synbTatbl KnaccudmkaumMm aBTOMATU3UMPOBAHHOW CUCTEMBI YNpaBaeHUA ODOPMAAIOTCA aKTOM
Knaccudukaumm.

TpeboBaHMe K Knaccy 3alUMLWEHHOCTM BKIOYAETCA B TEXHMYECKOe 3afaHMe Ha co3faHue
aBTOMaTU3MPOBAHHON CUCTEMbI ynpaBaeHUAa U (MIM) TexXHMYecKoe 3afaHue (4acTHoe TexHuYecKkoe
3aja@aHMe) Ha Cco34aHMe  CUCTeMbl  3alMTbl  aBTOMaTM3UMPOBAHHOW  CUCTEMbl  yMNpaB/ieHus,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602 "MHbopmaLMOHHAA TexHonorns. Komnaekc cTaH4apToB Ha
aBTOMATM3MpPOBAHHbIE cUCTEMbI. TeXHMYECKOe 3afaHMe Ha COo34aHMe aBTOMATM3MPOBAHHON cucTembl"
(manee - FOCT 34.602), TOCT P 51583, TOCT P 51624 v cTaHAapTOB OpraHMU3aLuu.

Knacc 3alMLLeHHOCTM aBTOMATM3MPOBAHHOW CUCTEMbl YMNpaBAEHUs (CErMeHTa) MNOoA/EeXUT
nepecMoTpy TONbKO B C/lyYae €e MOZLEPHM3aLuMM, B pe3ynbTaTe KOTOPOW W3MEHW/ICA YPOBEHb
3HaUMMOCTM  (KpUTMYHOCTM) WHPopmaunn, obpabaTbiBaemoi B aBTOMATU3MPOBAHHOM cUCTEME
ynpaBneHus (cermeHTe).

13.3. OnpeaeneHue yrpo3 6e30nacHOCTU MHPOPMALMM OCYLLECTBAAETCA HA KaXKAOM U3 ypOBHEW
aBTOMAaTU3MPOBAHHOM CUCTEMBI YIPABAEHUA U AONKHO BKAKOYATb:

a) BblfiBIEHWE WCTOYHMKOB Yrpo3 6e30nacHOCTM MHOOPMALMM WM OUEHKY BO3MOMKHOCTEMN
(noTeHLMana) BHELWHNX U BHYTPEHHUX HapyLuIuTenewn;

6) dHa/n3 BO3MOXHbIX YFI3BVIMOCTel7I aBTOMaTM3MpOBaHHOﬁ Cncrtembl U BXogAulnx B ee COCTtaB
NPOrpamMmMHbIX U NPOrpamMmMHO-annapaTHbIX CPenCTs;

B) onpegeneHne BO3MOMHbIX CNocoboB (cueHapues) peanusauum (BO3HMKHOBEHMA) Yrpos
6e3onacHOCTU MHPOpPMaLUK;



r) OUEHKY BO3MOXHbIX MNOCNeACTBUA OT peanusaumm (Bo3HMKHOBeHMA) yrpos 6esonacHocTu
MHPOPMaLUK, HapyLLEHNA OTAENbHbIX CBOMCTB 6€30NacHOCTM MHbOoPMaL UK (LeNoCTHOCTH, AOCTYMHOCTH,
KOHOUAEHUMANbHOCTU) U aBTOMATU3MPOBAHHOW CUCTEMbI YIPaBAEHMSA B LLe/IOM.

B KauecTBe MCXo4HbIX AaHHbIX NPU onpeaeneHnn yrpo3 6esonacHoCTM MHPopMaLMKM UCNOJIb3yeTca
6aHK AgaHHbIX yrpo3 6esonacHoct UHGOpMauuKM, BeaeHne Kotoporo ocyuectensetca ®CTIK Poccum B
COOTBETCTBUM C MoAnyHKTOM 21 nyHKTa 8 MMonoxeHua o PegepanbHOM cny:Kbe Mo TEXHUYECKOMY U
3KCNOPTHOMY KOHTPOJO, yTBepXKAeHHOro Ykasom lpe3ngeHTta Poccuiickoir ®epepaumm ot 16 aBrycra
2004 r. No 1085 (CobpaHue 3akoHoaaTenbcTsa Poccuiickon deaepaumm, 2004, Ne 34, ct. 3541; 2006, Ne
49, ct. 5192; 2008, N2 43, cT. 4921; Ne 47, ct. 5431; 2012, N2 7, cT. 818; 2013, Ne 26, cT. 3314; N2 52, cT.
7137; 2014, Ne 36, cT1. 4833; Ne 44, ct. 6041; Ne 4, ct. 641; 2016, Ne 1, ct. 211; 2017, Ne 48, ct. 7198;
2018, No 20, ct. 2818), a Tak¥e UHble UCTOYHWUKMK, COAEpPrKallMe cBeAeHUA 06 yA3BMMOCTAX U yrpo3ax
6e30nacHOCTN MHPOPMaLUN.

Mpu onpeaeneHmm yrpo3 6e3o0nacHOCTM MHGOPMAaLIMU YUUTLIBAIOTCA CTPYKTYPHO-PYHKLUMOHANbHbIE
XapaKTEPUCTUKM aBTOMATM3MPOBAHHOM CUCTEMbI YNPaBAEHMSA, BKAOYAIOWME HaANUYMe YpOoBHeN
(cermeHTOB) aBTOMAaTM3MPOBAHHOW CUCTEMbl YMPaB/iEeHUA, COCTaB aBTOMAaTU3MPOBAHHOW CUCTEMbI
ynpaBneHusa, ©OU3NYECKME, JNloTMYecKMe, OYHKUMOHANbHbIE W TEXHO/IOTMYECKMe B3aMMOCBA3M B
aBTOMAaTU3MPOBAHHON CUCTEME YMNPaBAEHUs, B3aUMOALEWCTBME C WHbLIMW aBTOMATU3MPOBAHHbLIMU
(MHOOPMALMOHHBIMM) cUCTEMAaMKU U MHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMM CETAMMU, PEKMMbI
OYHKLMOHNPOBAHNA aBTOMATM3MPOBAHHOW CUCTEMbI YNpaBAeHWsA, a TaKKe MHble 0cobeHHocTn ee
NOCTPOEHMUA N GYHKLUOHUPOBAHMA.

Mo pesynbTaTam onpegeneHus yrpos 6esonacHocTM uHboOpmaumm moryT paspabaTbiBaTbea
PEeKOMEHAALMN MO KOPPEKTUPOBKE CTPYKTYPHO-OYHKLMOHAIbHBIX XapaKTepUCTUK aBTOMATU3MPOBAHHOWM
CUCTEMbl YMpaBAEHWA, Hamnpas/ieHHble Ha 6/70KMpoBaHMe (HeWTpanu3auuio) OTAENbHbIX Yrpos
6e3onacHOCTM MHbOPMaLuu.

Mogenb yrpo3 6e30nacHOCTU MHGOPMaLMKN A0/KHA COAEPMKaTb ONMCaHME aBTOMATU3MPOBAHHOM
cuctembl  ynpasneHua M yrpo3  6esonacHocT  MHOOPMAaUMM  ONA  KaXKAOr0 U3 YpOBHEN
aBTOMAaTU3MPOBAHHON CUCTEMbl YMPaB/eHWUA, BK/IOYAKOLWEEe OMMCaHME BO3MOMKHOCTEN HapylumTesnen
(Mogenb HapywuTens), BO3MOMHbIX YA3BMMOCTEA aBTOMAaTU3MPOBAHHON CUCTEMbI YMpaBAeHUsA,
cnocoboB (cueHapues) peanusaumm yrpo3 6esonacHocT MHGOPMaLMM U NOCNEACTBUIA OT HapyLIEHUS
cBoicTB 6e3onacHoOCTM MHPOpMaLMM (AOCTYNHOCTU, LENOCTHOCTU, KOHOUAEHLMANBHOCTA) U LUTATHOrO
peXnma GyHKLUMOHMPOBAHMA aBTOMATU3MPOBAHHOW CUCTEMbI YNpaBaeHUA <*>,

<*> PaspaboTtaHHble ®CTIK Poccum B cOOTBETCTBMM C NOANYHKTOM 4 nyHkTa 8 MonoxeHus o
depepanbHOM Cny:KOe MO TEXHUYECKOMY W 3IKCMOPTHOMY KOHTPOJIIO, YTBEPKAEHHOrO YKasom
MpesngeHta Poccuiickon ®epepaumm ot 16 asrycta 2004 r. Ne 1085 (CobpaHue 3aKoHOAATENbCTBA
Poccuiickoin Pepepaumm, 2004, Ne 34, c1. 3541; 2006, Ne 49, cT. 5192; 2008, Ne 43, cT. 4921; Ne 47, cT.
5431; 2012, Ne 7, cT. 818; 2013, Ne 26, cT. 3314; N2 52, ct. 7137).

[na onpeaeneHuns yrpos 6esonacHocTM MHbOpMaLMK U pa3paboTkuM moaenu yrpos 6esonacHocTu
MHPOPMaLUN NPUMEHAIOTCA MeToamuyeckne AoKymeHTbl PCTIK Poccum <*>,

<*> PaspaboTtaHHble PCTIK Poccum B cOOTBETCTBMM C NOAMYHKTOM 4 nyHKTa 8 [onoxeHus o
depepanbHO cay:Kbe NO TEXHMUYECKOMY M 3SKCMOPTHOMY KOHTPOJIO, YTBEPXHAEHHOro YKasom
MpesngeHta Poccuiickon ®epepaumm ot 16 asrycta 2004 r. Ne 1085 (CobpaHue 3aKoHOAATENbCTBA
Poccuitckoit ®epepaumm, 2004, Ne 34, c1. 3541; 2006, Ne 49, c1. 5192; 2008, Ne 43, cT. 4921; Neo 47, cT.
5431; 2012, Ne 7, c1. 818; 2013, Ne 26, cT. 3314; Ne 52, ct. 7137).



13.4, TpeﬁoBaHMﬂ K cucteme 3alnTbl aBTOMaTM3MpOBaHHOﬁ CNCTEMDBI ynpaBaeHUA onpenenarTcA
B 3aBUCMMOCTU OT KnacCa 3aWunleHHOCTU aBTOMaTM3MPOBaHHOﬁ CUCTEMDBI YynpaBaeHna wn yrpos
6esonacHocTH MHq)OpMaLIMM, BK/TIOYEHHbIX B MOAENb YIrpO3 6esonacHoCTH MH(I)OpMaLI,VIVI.

TpeboBaHMA K cucTeMe 3aluTbl aBTOMATM3MPOBAHHOW CUCTEMbI YNpPaBAEHWUS BK/OYAKOTCA B
TEXHUYECKoe 3ajaHuve Ha co3faHue (MoaepHM3aLMio) aBTOMATU3MPOBAHHOMW CUCTEMbI YNPaBAEHMA U
(unn) TexHuyeckoe 3agaHMe (4acTHOe TeXHWYecKoe 3afJaHue) Ha Cco3gaHWe CUCTeMbl  3aLUUTHI
aBTOMATM3MPOBAHHOM CUCTEMbI ynpasseHus, pa3pabatbiBaemble ¢ ydeTtom FOCT 34.602, TOCT P 51583,
[OCT P 51624 v cTaHAQpTOB OpraHM3aLmnm, KOTopble JOXHbI B TOM YUCAE COAEepHKaTb:

uenb 1 3a4aum obecneyeHna 3almTbl MHGOPMALIMM B aBTOMATU3NPOBAHHOM CUCTEME YMNpPaB/eHUs;
KNacc 3aWMLW,EeHHOCTM aBTOMATU3MPOBAHHOM CUCTEMbI YNPABAEHUS;

nepeyeHb HOPMATUBHbLIX MPAaBOBbIX aAKTOB, JIOKA/ZIbHbIX MPABOBbIX aKTOB, MeTOAUNYECKUX
AOKYMEHTOB, HauWOHa/IbHbIX CTaHAQPTOB W  CTAaHAOAPTOB opraHmsau,Mﬁ, KOTOpbIM  OOJ1)XHaA
COOTBETCTBOBATb aBTOMATU3NPOBAHHAA CUCTEMA YNPaB/IEHUA;

06beKTbI 3aLMTbl aBTOMATU3MPOBAHHOM CUCTEMbI YIPAB/IEHMA Ha KaXKAOM U3 ee YPOBHE;

TpeboBaHMA K Mepam 1 cpeacTBam 3almTbl MHGOPMALMM, MPUMEHAEMbIM B aBTOMaTU3MPOBaHHOM
cucTeme ynpasneHus;

TpeboBaHMA K 3awuTe wuHOOpMaumMmM npu MHGOPMALMOHHOM B3aUMOAEMCTBUMM C  UHbIMU
aBTOMaTMU3MPOBAHHbLIMMU (MHdOpMaLMOHHBbIMM) cuctemamm n MHPOPMALNOHHO
TeNIeKOMMYHMKAUMOHHbIMWN CETAMM;

TpeboBaHMA K MOCTaBAAEMbIM TEXHUYECKMM CpeacTBam, MporpammHomy obecnevyeHuio,
cpeacTBam 3alnTbl MHGOPMaLUK;

d)yHKLI,MVI 3aKa34yunKa U onepaTtopa no obecneyeHuno 3alnTbI MHd)OpMaLI,MVI B aBTOMaTM3MpOBaHHOﬁ
cCncreme ynpasneHwums;

CTaanun (3Tal'lbl pa60T) CO34aHNA CUCTEMDI 3aLLNTDbI aBTOMaTMBMpOBaHHOﬁ CUCTEMDI YNpas/ieHUA.

Mpu onpeaeneHmMn TpeboBaHUIN K cUCTEME 3aLUUTbl aBTOMATM3UPOBAHHOW CUCTEMbI YNPaBAEHUSA
YUYMTLIBAOTCSA NONOXKEHWUA NOANTUMK obecneyeHns MHGoOpMaLMoOHHOM 6e30NacHOCTK 3aKasunKa B c/yyae
nx paspabotkn no NOCT P MCO/M3K 27001 "MHdopmaumoHHaa TexHonorna. MeToabl U cpeactsa
obecneyeHuns 6esonacHoCcTU. CUCTeMbl MeHeaXMeHTa MHPOpMaLMoHHON H6e3onacHocTu. TpebosaHusa",
a TaKXe nNoauTMK obecneyeHns WHPOPMALMOHHOM 6e3onacHOCTM onepatopa B 4acTW, He
NnpoTMBOpeYaLLei NoANTUKaM 3aKasumKa.

Paspa60‘rKa CUCTembl 3aLlLUTbI aBTOMaTM3MPOBaHHOﬁ
CncTtembl ynpassieHuA

14, Paapa60TKa CnCTtembl 3alnTbIl aBTOMaTM3MDOBaHHOﬁ CNCTEMDBI YynpaBneHNA OpPraHU3yeTcA
3adKa34nMKOM U OCyLLEeCTBNIAETCA p33pa6OT‘-IMKOM n (VII'IVI) onepartopom.

Pa3paboTKka cucTeMbl 3aWMTbl aBTOMATU3MPOBAHHOW CUCTEMbI YNPaBNEHUS OCYLLECTBASETCA B
COOTBETCTBUM C TEXHWUYECKMM 33[aHMEM HA cO3haHMe (MOAEPHM3ALMIO) aBTOMATU3MPOBAHHOMN CUCTEMDI
ynpasneHua u (Mam) TEXHUYECKUM 3aZaHNEM (4aCTHbIM TEXHUYECKMM 3aaHMEM) Ha CO3L4aHME CUCTEMDI
3alMTbl aBTOMATU3MPOBAHHOM cUCTeMbl ynpasneHua c ydetom [OCT 34.601 "MHdbopmaumoHHas
TexHosnornsa. Komnaekc ctaHAapToOB HA aBTOMATU3MPOBAHHbIE CUCTEMbI. ABTOMATM3MPOBAHHbIE CUCTEMDBI.
Ctaanun cospanus" (nanee - FOCT 34.601), FOCT P 51583, TOCT P 51624 n cTaHAapTOB OpraHn3auum u B
TOM YMC/e BKAIOYAET:

NPOeKTnpoBaHME CUCTEMDbI 3aLLUTDbI aBTOMaTMBMpOBaHHOf/‘I CNCTembl ynpassieHUA,



pa3pa60TKy 3KCI'IIlyaTaLI,MOHHOﬁ AOKYMEHTAUUN Ha CUCtemy 3aulluUThbl aBTOMaTM3MDOBaHHOﬁ
CNCTEMbDBI YNnpaB/sieHUA.

Cuctema 3awmTol aBTOMaTVI3VIpOBaHHOl7I CnCTtembl ynpasneHnAa He [OO0NXKHA NpenATCTBOBATb
WTAaTHOMY pexXnumy d)YHKLI,VIOHMpOBaHVIﬂ aBTOMaTM3MpOBaHHOl>'1 Cncrtembl ynpasneHmAa npu BbINOJIHEHUN
ee d)yHKLI,Mﬁ B COOTBETCTBUU C HA3HaAYEHNEM aBTOMaTM3MpOBaHHOl7I CncTtembl ynpassieHuUA.

Mpu pa3paboTKe cUCTeMbl 3alLMUTbl aBTOMATU3NPOBAHHOM CUCTEMbI YNpPaB/ieHUs YYUTbIBAETCH ee
WHOPMALUMOHHOE  B3aMMOAEWNCTBME C  MHbIMM  aBTOMATU3UPOBAHHbIMKU  (MHOPMALMOHHLIMM)
cuctemamm M MHGOPMaLMOHHO-TEIEKOMMYHUKALUMOHHbBIMW CETAMMU.

14.1. Npw NPOEKTUPOBAHUN CUCTEMbI 3aLLMTbI ABTOMATU3MPOBAHHOMN CUCTEMbI YNPABAEHUA:

onpeaensaTca TUNbl Cy6beKToB A0CTYNa (NoNb3oBaTeN M, NPOLLECCHl U UHble CYOBbEKTbl 40CTYNa) U
06bEKTOB [A0CTYNa, ABAAIOWMXCA O0ObEeKTaMM 3alWuMTbl  (aBTOMATU3MpPOBaHHble paboune MecTa,
NPOMbILL/IEHHbIE CePBEpPbLI, TEEKOMMYHWKaUMoHHOe obopygoBaHMe, Mporpammupyemble IorMyeckme
KOHTPOIEPDI, UCNOJTHUTE/IbHbIE YCTPOMCTBA, UHblE 06BEKTbI A4OCTyNa);

onpeaenaloTcs MeToAbl YrnpaB/ieHMA A0CTYNOM (AMCKPELMOHHbIN, MaHAATHbIN, POSeBON WU
WUHble MeToAbl), TUMbl AocTyna (4TeHue, 3anucb, BbIMNOJIHEHME WAW MHble TUMNbl AOCTYNa) M npaBuna
pasrpaHMYyeHUs [ocTyna cybbekToB A[oCTyna K obbekTam AocTyna (Ha OCHOBE CMWMCKOB, METOK
6e30nacHOCTN, Ponen MU WHbIX NpPaBun), Nogneskallue peannsalmnm B aBTOMaTM3MPOBAHHOMN cucTeme
ynpasneHus;

Bbl6MpaloTCA Mepbl 3aLUTbl MHGOPMaLMK, NOANEXKALLME PEaIM3aLMM B PaMKaX CUCTEMbI 3aLLUTDI
aBTOMaTU3MPOBAHHOMN CUCTEMbI YrpaBAEHUS;

onpeaenAlTcas napameTpbl NPOTrPamMMMUMPOBAHUA WM HACTPOMKM MNpOrpammHoro obecneyeHus,
BK/IIOYAA MporpaMmHoe obecneyeHue cpeacts 3aluTbl MHGOPMALMK, obecneynBatolLMe pPeasnmsaumio
Mep 3aWuTbl MHOOPMALMK, a TaKKe YCTPaHEHUE BO3MOMKHbIX YS3BMMOCTEN aBTOMATU3MPOBAHHOM
CUCTEMbI yNpaBaeHuS;

onpegenarTca snabl U TUNbl CpeAacTB 3alunTbl VIHCI)OpMaLI,MM, O6€CI'IE‘-IVIBalOLU,VIe peannsauyunto
TEXHNYECKUX MEP 3aLlNTbI MH(bOpMaLI,MM;

onpeagenaeTca CTpyKTypa CUCTEMbI 3aLLUTLI aBTOMaTVI3VIpOBaHHOI71 CNCTEMDI ynpaBaeHUA, BKAKOYaA
COoCTaB (KOI'IM‘-IECTBO) N MecCTa pa3MeLlleHNA ee 3a1IEMEHTOB,

ocyuwiecrBnaeTca npu HEO6XOAMMOCTM Bbl60p cpeAacTts 3aWnTbl MHd)OpMaLl,MVI C y4yeTom WuX
CTOMMOCTHN, COBMECTUMOCTN C NPOrpaMMHbIM obecneyeHnem U TEXHUYECKMMMU cpeacresammy, CbYHKLJ,Mﬁ
6e30nacHOCTN 3TUX cpeaocis u“ ocobeHHoOCTEN UX peannsaunn, a TaKXkKe K/acCa 3alnleEHHOCTHU
aBTOMaTMBMpOBaHHOﬁ CUCTEMDI YNPaBNEHUA,

onpenenarTca Mmepbl 3alWnTbl VIHd)OpMaLI,VIM npu MHd)OpMaLI,MOHHOM B3aMMOAeVICTBMM C UHbIMMU
dBTOMATU3NPOBAHHbIMMU (MHd)OpMaLI,MOHHbIMM) cncremamu n VIHd)OpMaLI,VIOHHO
TENEKOMMYHUKALMOHHbIMU CETAMMU,

OoCyuwecTBnAeTca NpoBepKa, B TOM 4uciae npu HeO6XO,EI,VIMOCTVI C NCNoa1b30BaHNEM MaKeToB UIN
TECTOBOM 30Hbl, KOPPEKTHOCTU d)yHKu,MOHMpOBaHMﬂ aBTOMaTM3MpOBaHHOl71 Cncrtembl ynpasaeHunA C
cuctemon 3alnTbl U COBMECTUMOCTU Bbl6paHHbIX cpeAacts 3aWluThbl MHd)OpMaLI,MM C nNporpaMmMmHbIM
obecneyeHnem uU TeEXHUYECKUMU cpeacreamu aBTOMaTMBMPOBaHHOﬁ CUCTEMDI ynpaBaeHUA.

MpY NPOEKTUPOBAHUN CUCTEMbI 3aLUMTbI aBTOMaTU3UPOBAHHOM CUCTEMbI YNPABAEHUA OOKHbI
YUNTbIBATLCA 0CO6EHHOCTU GYHKLMOHMPOBAHUA NPOrPaMMHOro obecneyeHmna 1 TEXHUYECKUX CPeacTB Ha
KaX4O0M M3 ypOBHE aBTOMaTU3MPOBAHHOMN CUCTEMbI YIPABAEHMA.



Pe3ynbTaTbl NPOEKTUPOBAHUSA CUCTEMbI 3alUTbl aBTOMATU3MPOBAHHOW CUCTEMbI YNpaBaeHUs
OTPaKaloTCA B MPOEKTHOM [AOKYMEHTauuM (3CKM3HOM (TeXHMYECKOM) npoekte u (Mnu) B pabouen
OOKYMEHTaLMM) Ha aBTOMaTU3MPOBAHHYIO CUCTEMY YNpPaBAeHUs (cucTemy 3aLLMTbl aBTOMATU3MPOBAHHOM
cucTembl ynpasneHus), paspabatbiBaemolt ¢ yyetom [OCT 34.201 "UHPopmauMoHHasA TEXHONOIUSA.
KomnieKkc ctaHOapToB Ha aBTOMATU3MPOBAHHble CUCTEMbI. Buabl, KOMMNAEKTHOCTb M 0603HayeHue
OOKYMEHTOB MNpPW CO34aHUM aBTOMATM3MpPOBaHHbIX cuctem" (ganee - FOCT 34.201) n craHAapToB
opraHusauum.

14.2. PaspaboTka aKkcnayaTauMOHHON AOKYMEHTAUMW Ha CUCTEMY 3aLMTbl aBTOMATM3MPOBAHHOM
CUCTEMbI YNPaBJEHMA OCYLLLECTBAAETCA MO pe3yabTaTam NPOEKTUPOBAHMA B COOTBETCTBMM C TEXHUYECKUM
3aJaHMeM Ha co3gaHue (MoAepHM3auMIo) aBTOMATU3MPOBAHHOW CUCTEMbI YNpasBiaeHUa U (KUam)
TEXHUYECKMM 33aJaHMeM (Y4acTHbIM TEeXHUYECKMM 33aJaHWem) Ha CcOo3JaHWe CUCTeMbl  3aLuTbl
aBTOMAaTU3MPOBAHHOM CUCTEMbI YNPaBAEHMUS.

OKcn/yaTaUuMOHHaA [AOKYMeHTauMa Ha CUCTeMy 3alumMTbl  aBTOMATM3MPOBAHHOM  CUCTEMDbI
ynpasneHua paspabatbiBaetca ¢ yyetom FOCT 34.601, NOCT 34.201, FTOCT P 51624 u craHgapToB
OpraHu3aLmn 1 J0KHA B TOM YMC/e COAEPKaTb ONUcaHme:

CTPYKTYpPbl CUCTEMbI 3alLUNTHI aBTOMaTM3MpOBaHHOﬁ CnCTembl ynpasaneHuaA,

COCTaBa, MeCT YCTaHOBKM, MapaMeTpPOB M MOpAAKa HACTPOMKM CPeAcTB 3awuTbl MHGOPMaLMK,
NPOrpamMmHoOro obecrneyeHuns n TeXHUYECKUX CpeacTs;

npasun akcnayataunm CUCTeMbI 3aLlLUTDI aBTOMaTVI3VIDOBaHHO[/JI CUCTEeMbl ynpasaeHuna.

BHeapeHUe CUCTeMbI 3aLLUTbl aBTOMaTU3MPOBAHHOM CUCTEMDI
ynpaBneHus 1 BBOA ee B AeACTBue

15. BHeapeHWe cucTemMbl 3alUUTbl aBTOMATU3MPOBAHHOMN CUCTEMbI YNPaB/IEHMA OpPraHW3yeTcs
3aKa34yMKOM M OCyLLEeCTBAAETCA Pa3paboTynKom 1 (Man) onepaTtopom.

BHeapeHMe cucTembl 3aWMTbl aBTOMATU3MPOBAHHOM CUCTEMbI YMNpaBNeHUA OCYLLECTBAAETCA B
COOTBETCTBUM C NPOEKTHON W 3KCM/yaTaUMOHHOW OOKYMEHTaLMel Ha cuctemy 3awmTbl MHPopmaumm
aBTOMaTM3MPOBAHHOWN CUCTEMbI YIPABAEHMA U B TOM YMCIE BKIKOYAET:

HacTPOWMKy  (3adaHMe MNapameTpPOB  MNPOrpamMMMpPOBaHMA)  MporpammHoro  obecneyeHus
aBTOMAaTU3MPOBAHHOM CUCTEMbI YPABNEHUS;

pa3paboTKy AOKYMEHTOB, OMpefensAloWmx Mpasuaa U npoueaypsl (MOAUTUKKM), peanunsyemble
onepaTopom Ans obecneyeHUs 3awmTbl MHGOPMaLMM B aBTOMATU3MPOBAHHOW CUCTEME YNpPAaB/eHWsA B
X0o4e ee 3KCnAyaTauuu (Janee - OpraHU3auMOHHO-PACNoOPAAMTENIbHbIE AOKYMEHTbl MO  3awuTe
nHbopmauum);

BHeApPEHNE OPraHU3auUNOHHbIX Mep 3alnTbl VIH(I)OpMaLI,VIVI;

YCTaHOBKY M HACTPOMKY CpeacTB 3aliuTbl MHOOPMAUMM B aBTOMaTU3UPOBAHHOM cuUCTEME
ynpaBsfeHus;

npegsapuTesibHble UCNbITaHUA CUCTEMbI 3aLLNTbI aBTOMaTM3MpOBaHHOl71 CUCTEeMbI yNnpaBaeHUA,
OMNbITHYH 3KCNyaTaUlno CUCTEMDbI 3aLLUTbI aBTOMaTVI3VI|OOBaHHOI7I CUCTEMDI YNpas/1€HUA,

aHa/NM3 yA3BMMOCTEM aBTOMATM3MPOBAHHOW CUCTEMbl YMPABAEHUA M MPUHATME Mep MO UX
yCTpaHeHwuo;

npmnemoYHblie NcnblTaHMA CUCTEMbI 3aLlLNTbI aBTOM8TVI3VIpOBaHHOl>'1 CNCTeMbl ynpasBieHUA.



15.1. HacTpolika (3agaHve napameTpoB MPOrpamMMMpPOBaHMA) MporpaMmmHoro obecnevyeHus
aBTOMATU3MPOBAHHOM CUCTEMBI YNPABAEHMUS O0J/IKHA OCYLLECTBAATLCA B COOTBETCTBUM C MPOEKTHOW U
3KCMN/IyaTaUMOHHOW [OOKYMEHTaUMel Ha aBTOMATU3MPOBAHHYIO CUCTEMY YMNpaB/ieHua M obecrneymBaTb
KOHdUrypaumio nporpaMmHoro obecrneyeHms M aBTOMaTM3UMPOBAHHOW CUCTEMbI B LIE/IOM, NPU KOTOPOW
MWHUMMBUPYIOTCS  PUCKM  BO3HUKHOBEHMS YA3BMMOCTEM W BO3MOMHOCTM  peanusauum  yrpos
6e3onacHoOCTM MHGOPMaLUK.

15.2. Pa3spabatbiBaemble  OpPraHM3aUMOHHO-PACMOPAANTE/NIbHbIE  AOKYMEHTbl MO  3almTte
MHbOPMaLMKN AOMKHbI ONpPeaensaTb Npasuaa 1 npoueaypb! (MOANTUKNK):

peannsaumnii oTaeNbHbIX Mep 3alWnTbl MHGOPMALIMK B aBTOMATU3MPOBAHHOMN CUCTEME YNpaB/ieHUA
B PaMKax ee CUCTEMbI 3aLLUTbI;

NnAaHNPOBAHUA MepOI'IpVIﬂTVIﬁ no obecneyeHuo 3aWnTbl MHd)OpMaLI,MVI B aBTOMaTVI3MpOBaHHOI7I
Cncreme ynpasneHwums;

obecneyeHns [OeWCTBUI B HewWTaTHbIX (HenpeaBUAEHHbIX) CUTyauMAX B XO4e 3KcnayaTauuu
aBTOMaTU3MPOBAHHOMN CUCTEMbI YNPaBAEHUS;

MHPOPMMPOBAHMNA M 0BYyYEHUA NepcoHana aBTOMATU3UPOBAHHOM CUCTEMbI YNPaBAEHUS;

daHann3a yrpos 6esonacHocTH VIHd)OpMaLI,MVI B aBTOMaTM3MpOBaHHOl71 cncreme ynpasineHuna wm
PUCKOB OT UX peannsauunm,

ynpasneHva (agMUHUCTPUPOBAHUA) CUCTEMOM 3alMTbl MHGOPMALMM aBTOMATU3NPOBAHHOM
CUCTEMbBI YNPABNEHUS;

BbIABAEHUA UHUMAEHTOB (0AHOro cobbITUA WAM TPynnbl COBbLITMI), KOTOPbIE MOMYT MPUBECTU K
c6oAM MAN HapylweHWo GYHKUMOHMPOBAHMA aBTOMATM3MPOBAHHOW CUCTEMbI ynpaBieHua U (Mau) K
BO3HWKHOBEHMIO Yyrpo3 6e30MnacHoCTU MHbOPMaLMK (aanee - MHUMAEHTbI), U PEarMpoBaHMA Ha HUX;

ynpassieHna KOH(I)MI'ypaLI,VIEﬁ aBTOMaTMBMpOBaHHOﬁ CUCTEMDI YNPaBaeHNA N ee CUCTEMbI 3aLlLNTbI,;

KOHTpOANSA (MOHWUTOPUHra) 3a obecneyeHMeM YpPOBHA 3aLLULLEHHOCTM aBTOMaTU3MPOBAHHOWM
CUCTEMbI YNPaBAEHUSA;

3aWmTbl MHGOPMaLLMM NPU BbIBOLE M3 SKCNIyaTauMy aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBAEHMS.

OpraHu3auMoHHO-pacnopaauTeNbHble  AOKYMEHTbI MO 3awmte  MHPOpMauMn  MOryT
pa3pabatbiBaTbCA B BMAE OTAE/bHbIX AOKYMEHTOB OMepaTopa WAM B pamKax obLelr MNOAUTUKM
obecneyeHnsa nHpopmaumMoHHOM Be3onacHOCTU B ciyyae ee paspaboTku no FTOCT P MCO/M3IK 27001
"MHpopmaumoHHana TexHonorusa. MeToabl M cpeactBa obecneveHus 6HesonacHocTU. Cuctembl
MeHeaXMeHTa MHOopPMaUNoHHOM besonacHocT. TpeboBaHusa".

15.3. Mpu BHeAPEHWUM OPraHM3aLMOHHbIX Mep 3aLWnTbl MHOOPMALLMM OCYLLLECTBAAIOTCA:

BBeaeHmne OrpaHMHEHMﬁ Ha ,EI,EI‘/‘ICTBVIF! nepcoHana (I'IOJ'Ib3OBaTe.I'Ieﬁ (OI'IEpBTOpCKOI'O nepCOHana),
AOMUHUCTPATOPOB, OﬁECI’Ie‘-II/IBaIOLLI,EI'O nepc0Hana), a TaKXe Ha ycioBuAa 3Kkcnayatauunn, UamMmeHeHue
coCtaBa m KOHd)I/II'ypaLI,I/II/I TEXHNYECKUX CpeacTts n NporpaMmHoOro 06eCI'Ie‘-IEHMFI;

onpegeneHne agMmmMHUCTpaTopa 6e3sonacHocTH MHd)OpMaLI,VIM;

peanusauma NpaBua pasrPaHUYeHMsa AOCTyna, PernameHTUPYIoLWMX MnpaBa AoCTyna cybbeKTos
AOCTyna K 06beKkTam AocTyna;

NpoBepKa NOAHOTbI U AETaIbHOCTM ONUCAHMA B OPraHM3aLMOHHO-PACNoOPAANTENbHbIX 4OKYMEHTaxX
no 3awmurte WHPOPMaUMKM AOEWUCTBUIA NepcoHana aBTOMATUM3MPOBAHHOM CUCTEeMbl YyhpasieHua u
aAMUHKUCTPaTopa 6e3onacHoCTM MHGOpMaLMn, HanpaBaeHHbIX Ha obecnevyeHne 3aWnTbl MHGOPMaLNK;



O0TpaboTKa NpaKTUYECKUX AOEWCTBUI AOMKHOCTHbIX UL, U noapasfaeneHuin, obecneynmsarowmx
3KcnayaTaluuio aBTOMaTM3NMPOBAHHOW CUCTEMbI YNPABAEHUA U 3aWUTY MHboPMaLUU.

15.4. YcTaHOBKA M HaCTpoOMKa cpeacTB 3awmTbl MHPOPMALMM OCYLLECTBAAETCA B CAy4anX, ecau
Takue cpeacTsa HeobxoaAMMbl AN BNOKMPOBAHUSA (HeMTpanusauumn) yrpos 6esonacHocTM MHopmauuuy,
KOTOpPble HEBO3MOMKHO WCK/IIOYMTb HACTPOMKOM (3aaHMem napamMeTpoB) NporpaMmmHOro obecrneyeHus
aBTOMAaTM3MPOBAHHON CUCTEMbI YMpaBaeHua U (Uan) peanusaumein OpraHM3aUMOHHbLIX MEpP 3aLLUTbI
nHbopmauuu.

YCcTaHOBKA M HacTpolKa CpeacTs 3awuTbl MHGOPMAUMM B aBTOMATM3MPOBAHHOW CUCTEME
ynpaBAeHNA [OMKHA NPOBOAUTBLCA B COOTBETCTBMWM C IKCMIYATALLMOHHOM AOKYMEHTaUMeEN Ha cucTemy
3alWMTbl ABTOMATM3MPOBAHHOW CUCTEMbI YMPaBAEHUA W [OKYMEHTaLMel Ha cpeacTtBa  3aluThbl
nHbopmaumu.

MpyM 3TOM YCTaHOBKA M HAcTpOMKa CPeAcTB 3awuMTbl MHbOPMAUMM [OMKHaA obecneymsaTb
KOPPEKTHOCTb (YHKLMOHMPOBAHNA aBTOMATU3UPOBAHHOM CUCTEMbl YMNPaBAEHUA W COBMECTMMOCTb
BblOpPaHHbIX CPEACTB 3aWuTbl MHOOPMALMM C MPOTrPaMMHbIM 0becneyeHMem W TeXHUYECKUMMU
CpeacTBaMM aBTOMATU3MPOBAHHOM CUCTEMBI YNpPaBAEHMA. YCTaHOBAEHHbIE M HACTPOEHHble cpeacTBa
3aWnTbl MHPOPMaUMM He [OMKHbI OKasblBaTb OTPULATENbHOMO BAWAHWA HA LWTATHbIA PEXUM
$YHKLMOHNPOBAHNA aBTOMaTU3MPOBAHHOM CUCTEMbI YIPaBAEHUA.

15.5. [lpeaBaputesibHble WUCMbITAHUA CUACTEMbl  3aWMUTbl aBTOMATU3MPOBAHHOW  CUCTEMbI
ynpasneHuns nposBogAatca ¢ ydyetom FOCT 34.603 "MHbopmauMOHHaA TexHoJsoruA. Buabl mvcnbiTaHUi
aBTOMaTM3MpOBaHHbIX cuctem" (panee - FOCT 34.603) u cTaHAApPTOB OpraHM3auUMM W BKAKOYAOT
npoBepKy paboTocnocobHOCTU CUCTEMBI 3aLLUTbI aBTOMATU3MPOBAHHOM CUCTEMbI YNPAB/EHUA, a TaKXKe
NPUHATME PELUEeHNA O BO3MOMKHOCTM OMbITHOM 3KCh/yaTauMu CUCTEMbI 3alMTbl aBTOMATU3MPOBAHHOM
CUCTEMBI YMpPaBAEHUA.

Mo pesynbTaTam NpegBapuUTebHbIX UCMbITAHMI CUCTEMbI 3aLLMTbl aBTOMATU3MPOBAHHOW CUCTEMbI
ynpaBieHna MOryT paspabaTtbiBaTbCA MNPEA/IOKEHUA MO KOPPEKTUPOBKE MPOEKTHbLIX PELUEHUA Mo
aBTOMAaTU3MPOBAHHOWN CUCTEME YNPaBAeHUA U (UK) ee cUCTEME 3aLLMUTbI.

15.6. OnbITHaA aKcnyaTauMA CUCTEMbI 3aWMTbl aBTOMATM3MPOBAHHOW CUCTEMbI YNpaB/eHuA
nposoamtca ¢ ydyetom [OCT 34.603 w©n CTaH4ApPTOB OpraHMsauuMm U BKAKOYAeT MNpPOBEepKY
OYHKLMOHNPOBAHMA CUCTEMbBI 3aLUUTbl aBTOMATU3MPOBAHHOMW CUCTEMbI YMNpaBAeHWA, B TOM 4ucie
peann3oBaHHbIX Mep 3aWwuTbl MHPOPMALMKM, a TaKKe FOTOBHOCTb MEPCOHAaNa aBTOMATU3MPOBAHHOM
CUCTEMbI YNPABAEHUA K KCMyaTaLMM CUCTEMbI 3aLLUTbl aBTOMATU3MPOBAHHOM CUCTEMBI YNPABAEHMUA.

Mo pesynbTaTam OMbITHOW 3KCMAyaTauMWM CUCTEMbI 3alLMTbl aBTOMATU3MPOBAHHOW CUCTEMbI
yrpaB/ieHnsa MOryT pa3pabaTtbiBaTbCA MNPEA/IOKEHUSA MO KOPPEKTUPOBKE MPOEKTHBIX PELIeHWi no
aBTOMATU3MPOBAHHOM CUCTEME YNPABEHUA U (UK) ee cUCTEME 3aLLMUTbI.

15.7. AHanu3 yA3BMMOCTEN aBTOMATU3MPOBAHHOM CUCTEMbI YNpaBAEHMSA NPOBOAUTCA B LENAx
OLUEHKM BO3MOMKHOCTU MPEOAONEHUA HapPyLWUTENEM CUCTEMbI 3alUTbl aBTOMATM3NPOBAHHOW CUCTEMDI
ynpaBAeHMa W HapylweHuAa 6e30MacHOro  QGYHKUMOHMPOBAHMA aBTOMATM3MPOBAHHOW  CUCTEMbI
ynpaB/eHnA 3a cYeT peannsaumm yrpos 6esonacHoCcTM MHGopmaumu.

AHanus y’il3BI/IMOCT€I7I aBTOMaTMBMDOBaHHOVI CNCTEMDBI YNpaB/1€HUA BKIKOYAET aHaNn3 yﬂ3BMMOCT€l7‘I
cpeacrte 3alWnTbl MHd)OpMaLI,VII/I, TEXHUYECKUNX cpencrte n nporpammHoOro obecneyeHus
aBTOMaTMBMPOBaHHOﬁ CUCTEMDI YNPaBaeEHUA.

Mpu aHanuse ya3BMMOCTEN aBTOMATU3MPOBAHHOM CUCTEMbI YIPAB/EHNA NPOBEPSAETCA OTCYTCTBME
YA3BMMOCTEN CPeacTB 3alMTbl MHOPMALMKN, TEXHUYECKUX CPeacTB M NMPorpaMMHOro obecneyeHus, B
TOM uucCae C y4yeTom MHbOpMaLMK, UMeloweincs Yy paspaboTyMKoB WM MOAYYEHHOM M3 APYrux
06LEeA0CTYNHbIX UCTOYHMKOB, MPaBUAbHOCTb YCTAaHOBKM M HACTPOWMKW CPEeACTB 3alumTbl MHGOpPMaLUK,



TEXHUYECKUX Cpeacrts U nporpaMmmHoOro O6€CI'IE‘-IEHMFI, d TaKXe KOPPEKTHOCTb pa6OTbI cpeacTs 3aWnTbl
MHd)OpMaLI,MM, TEXHUYECKUX Cpeacts M nporpamMmmHoro obecneyeHuns aBTOMaTM3MpOBaHHOI\/‘I CNCTeMbl
ynpasaeHna npu nx B3aMM0,£I,EI7ICTBMM.

Mo peleHnto 3aKasumKka AN NOATBEP)KAEHWUA BbIABIEHHbIX YA3BMMOCTEN MOMKET NMPOBOAMTLCA
TECTMPOBaHME aBTOMATU3MPOBAHHOM CUCTEMbI YMNpPaB/ieHWA Ha NPOHMKHOBEHWE. YKasaHHoe
TeCTMpoBaHMe NPOBOAMTCA, KaK NPaBMI0, Ha MaKeTe (B TeCTOBOM 30He) aBTOMaTU3MPOBAaHHOW CUCTEMbI
yrnpaBaeHus.

B cnyyae BbIABAEHMA YA3BMMOCTEN B aBTOMAaTU3UMPOBAHHOW CUCTEME YNpaBieHUs, NPUBOAALMX K
BO3HWKHOBEHMIO AOMNOJHUTENbHbIX Yrpo3 6e3onacHocT MHGOPMaLMK, MPOBOAUTCS YTOUHEHUE MOAENU
yrpos 6e3onacHocTM MHPoOpPMaLUM U NPU HEOBXOAMMOCTU MNPUHMMAKOTCA AOMNOJAHUTE/NIbHbIE Mepbl
3aWmThl MHPoOpMaLMK, HanpaB/ieHHble Ha YCTPaHEHWE BbIABNEHHbIX YA3BMMOCTEM WU UCKAOYatoLiue
BO3MOXHOCTb 3KCM/lyaTalMM HapYyLLIUTEIEM BbIAB/IEHHbIX YA3BUMOCTEN.

AHanus y‘r'|3BVIMOCTeV1 aBTOMaTM3MpOBaHHOﬁ Cncrembl ynpassieHMA nposoauTCcA A0 BBOAA
aBTOMaTMSMpOBaHHOﬁ Cnctembl ynpasseHMA B MPOMbLIWNEHHYKO  3KCNAyaTauuko Ha  3Tanax,
onpegenAaembiX 3aKa34ynKom.

15.8. MpuemoyHble WUCMbITAHUA CUCTEMbI 3aLLMTbl aBTOMATU3UMPOBAHHOM CUCTEMbI YynpaBieHUs
NPOBOAATCA, KAaK MpPaBW/AO, B pPaMKax MPUEMOYHbIX MWCMbITaHWMI aBTOMATU3MPOBAHHON CUCTEMBI
ynpasneHua B uenom c ydyetom FOCT 34.603 n cTaHLApPTOB OpPraHn3aumn.

B Xxoge npuemoYHbIX UCNbITaHNM AO0N1KeH 6bITb nposeaeH KomMnaekKC OPraHM3auUOHHbLIX WU
TEXHUYECKMX MEPONPUATUIA (MCMbITaHW), B pe3ynbTaTe KOTOPbIX MOATBEPKOAETCA COOTBETCTBUE
CUCTEMbI 3aLLUTbl aBTOMATU3MPOBAHHOM CUCTEMBI YNpPaBieHUs TEXHUYECKOMY 3aZaHUI0 Ha Co3faHue
(MogepHM3aUMI0) aBTOMATU3MPOBAHHOM CUCTEMbI YyhpaBaeHua W (MAK) TexXHUYEecKoMy 3agaHuIo
(yuacTHOMY TEXHWYECKOMY 3a4aHUI0) Ha CO34aHMEe CUCTEMbI 3alUMTbl aBTOMATM3MPOBAHHOW CUCTEMDI
ynpaB/ieHnn, a TaKKe HacToAwmMM TpeboBaHUAM.

B KauyecTBe MCXOAHbIX AaHHbIX NPU NPUEMOYHbIX WMCMbITAHUAX WCMOMb3YHOTCA MOAENb Yrpo3
6e30nNacHOCTM MHPOPMaUMK, aKT KaacCMOMKALMM  aBTOMATU3MPOBAHHOW CUCTEMbI YNpaBAEHUS,
TEXHMYECKOE 33aJaHMe Ha co3faHue (MoAepHU3auMio) aBTOMATU3MPOBAHHOM CUCTEMbI YNpaBAeHUA U
(Mnn) TexHuMyeckoe 3apaHMe (4aCTHOe TexHMYecKoe 3agaHMe) Ha COo3[4aHMe CUCTEeMbl  3alMTbl
aBTOMaTM3MPOBAHHON CUCTEMbI YMpPaB/JEHMA, MPOEKTHAA W 3KCMIyaTaUMOHHasA [AOKYMEHTauus Ha
cUCTeMy 3aLLWUTbl AaBTOMATU3MPOBAHHOM CUCTEMbI YNpPaB/EHWA, OPraHU3aLMOHHO-PACMNOPALUTENbHbIE
OOKYMEHTbI MO 3awute WHPOpMauuu, pesynbTaTbl aHaAM3a YA3BUMMOCTEN aBTOMaTM3UPOBaHHOWM
CUCTEMbI YNpaBAeHUA, MaTepuasnbl NpenBapuTeNbHbIX U MPUEMOYHbIX UCMbITAaHUI CUCTEMbI 3aLLUTDI
aBTOMATU3MPOBAHHOM CUCTEMbI YMNPaB/JEHUs, a TaKXKe MWHble [OKYMEHTbl, pa3pabaTbiBaemble B
COOTBETCTBUM C HAcTOAWMMU TpeboBaHMAMM U TPEOOBAHMAMM CTAHLAPTOB OPraHN3aLMK.

anEN\O‘-IHbIe ncnbiTaHmMA CUCTEMbI  3alLUUTDI aBTOMaTM3MpOBaHHOl7JI CUCTembl ynpasaeHuA
nposoagATCA B COOTBETCTBUUN C nporparvuv\of/'l n MeTO,CI,MKOVI NPUeMOYHbIX NCNbITaHUNA. PesynbTtaThl
NPUEeMOYHbIX MCMbITaHUM CUCTEMDbI 3alnTbI aBTOMaTVI3VIPOBaHHOl71 CNCTeMbl ynpassieHUA C BbIBOOAOM O ee
COOTBETCTBMN YCTAHOBJ/ZIEHHbIM Tp66OBaHMFIM BK/IIOYAOTCA B aKT NpUeEMKU aBTOMaTM3MpOBaHHOVI
CNCTEeMbDI yNpaB/sieHNA B SKCN1lyaTauluUto.

Mo pelleHUIO 3aKa3uMKa NOATBEPMKAEHNE COOTBETCTBUA CUCTEMbI 3aLUTbl aBTOMaTU3UPOBaHHOM
CUCTEMbI YNpPaB/ieHUsA TEXHUYECKOMY 3a[aHUI0 Ha co3daHue (MoaepHM3alMio) aBTOMaTU3MpPOBaHHOWN
CUCTEMbI yNpaBaeHUa U (MAK) TeXHUYECKOMY 3a4aHuUI0 (YaCTHOMY TEXHUYECKOMY 3a4aHM1I0) Ha co3aaHue
CUCTEMbI 3alLMTbl aBTOMAaTU3MPOBAHHOW CUCTEMbl YMpaBieHMA, a TaKke Hactoawum TpeboBaHUAM
MOMeT NPoBoANTLCA B GopMe aTTecTaumMm aBTOMaTU3NPOBAHHOM CUCTEMbI YNPaBAEHUA Ha COOTBETCTBUE
TpeboBaHMAM Mo 3awute UHbOpMauuMu. B 3Tom cinyyae Ans npoBedeHUs aTTecTaumm NpUMeHstoTcA
HaluMOHaNbHble CTaHAAPTbI, a TaKXKe MmeToaudeckne gokymeHTtbl @CTIK Poccum <*>,



<*> PaspaboTtaHHble PCTIK Poccum B cooTBETCTBMM C NoAnyHKTOM 4 nyHkTa 8 MonoxkeHus o
depepanbHOM cny:Kbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJIO, YTBEPXKAEHHOrO YKasom
Mpe3ngeHTa Poccuiickon Pegepaumm ot 16 asrycta 2004 r. Ne 1085.

BBoa B AelCTBME aBTOMATM3MPOBAHHOW CUCTeMbl ynpaBaeHus ocyliectsasetca ¢ yyetom MOCT
34.601, cTaHAapTOB OpraHU3aLMM M NPU NONOKMTENbHOM 3aKAOHYeHUWU (BbIBOAE) B aKTe MPUEeMKU O
COOTBETCTBMM ee CUCTEMbI 3alMTbl YCTaHOBAEHHbIM TpeboBaHUAM K 3alimTe MHGopmaumm (Mam npu
HaAU4YMM aTTecTaTa COOTBETCTBUA).

ObecneueHue 3aWmTbl MHPOPMaLIUKM B XO4€ 3KCNAyaTaLUMU
aBTOMaTU3UMPOBAHHOW CUCTEMbI yNpaBaAeHUsA

16. ObecneyeHue 3aWnTbI VIH(I)OpMaLI,VIM B XoA4e 3Kcnayatauuu aBTOMaTM3MpOBaHHOl71 CncTembl
ynpas/sieHnA OCYLLECTBNAETCA ONepaTtopom B COOTBETCTBUU C 3KCI'I!1yaTaLI,MOHHOl7I ,D,OKyMeHTaLLMEVI Ha
CNCTemy 3aWunTbl U OpraHN3auynNoOHHO-pacnopAaAUTE/IbHbIMUN OOKYMEHTAMU NO 3allUTE MH(I)OpMaLI,MM n
BK/IKOYAET caieayrouime npoueaypeobl:

nnaHWpoBaHme MepOHpMﬂTMVI no obecnevyeHuto 3alWnThbl MHd)OpMaLI,MM B aBTOMaTM3MpOBaHHOl7I
Ccncreme ynpasneHwums;

obecrneyeHne AOEWCTBUI B HEWTaTHbIX (HeNpeABUAEHHbIX) CUTyauMax B XOAe 3SKChayaTauuu
aBTOMATU3MPOBAHHOM CUCTEMBI YIPABNEHWS;

MHPopmmMpoBaHMe U 0byyeHMe NepcoHana aBTOMATU3NPOBAHHOM CUCTEMbI YIPaBAEHUS;

ﬂepMOAMHECKMVI dHaAn3 yrpos 6esonacHoCTH MHd)OpMaLI,MM B aBTOMaTM3MpOBaHHOV1 cncreme
ynpas/sieHnAa 1 pUCKOB OT UX peasin3aLlmnm;

ynpasneHve (aAMUHUCTPUMPOBAHME) CUCTEMOM  3alUMTbl  aBTOMATM3MPOBAHHOW  CUCTEMBI
ynpaBfeHus;

BbIAIB/IEHME WMHUMAEHTOB B XOAE 3KCMyaTauuMu aBTOMaTM3MPOBAHHOW CUCTEMbI YMpaB/ieHUA M
pearmpoBaHue Ha HuX;

ynpasieHue KoHdUrypaumein aBTOMaTU3MPOBAHHOMN CUCTEMbI YPABAEHWUA U ee CUCTEMbI 3aLLMTbI;

KOHTPO/Ib (MOHUTOPWMHF) 3a obecneyeHWem YPOBHA 3aWMLEHHOCTM aBTOMATU3MPOBAHHOWM
CUCTEMbI YNpaBAEHMS.

16.1. B xo4e nNAaHUPOBaHUA MeponpuATM no obecnedyeHuto 3awWuTbl MHPOPMALUKM B
aBTOMAaTU3MPOBAHHOMN CUCTEME YNPAB/IEHNA OCYLLECTBAAIOTCA:

onpegeneHne nuu, OTBETCTBEHHbIX 3a NJ1IAaHNPOBAaHNE N KOHTPO/1b MepOI'IpWr'ITVIﬁ no obecneyeHuto
3aWnTbIl MH¢OpMaLI,MI/I B aBTOMaTl/I3I/IpOBaHHOl7I cncreme ynpasaeHuA,

pa3pa60TKa, yTBEPXKOEHNE WU aKTyaan3aunAa njaaHa N\epOI'IpWr'ITVIﬁ no obecneyeHuto 3aWnTbI
MHd)OpMaLI,MI/I B aBTOMaTM3MpOBaHHOVI cncreme ynpasaeHwus;

KOHTPOJ1b BbIMNOJ/IHEHUA MepoanﬂTMﬁ no obecneyeHuto 3alnThbl I/IHd)OpMaLI,I/II/I B
aBTOMaTMBMPOBaHHOﬁ cncrteme ynpasaeHua, npeayCMOoTPEHHbIX YTBEPKAEHHDBIM MJIAHOM.

16.2. B xome obecneyeHuAa AOeWCTBMI B HewTaTHbIX (HENPeABWMAEHHbIX) CUTyauuax npwu
3KCMyaTauum aBTOMaTU3NPOBAHHOM CUCTEMbI YNPaBAEHUA OCYLLECTBAAIOTCA:

nAaHUpoBaHWEe MeponpuaTMiA No obecrnedveHuto 3alnTbl MHGOPMALMKM B aBTOMATU3MPOBAHHOM
cucTeme ynpasaeHUaA Ha Caydait BOSHUKHOBEHMA HelTaTHbIX (HenpeasuaeHHbIX) CUTyaumis;



obyyeHne wn oTpaboTKa AeNcTBUA nepcoHana no obecneyeHUto 3awMTbl MHPoOpMauMn B
aBTOMATU3MPOBAHHOM CUCTEME YMpPaB/EHWA B C/ly4yae BO3HMKHOBEHMS HeLTaTHbIX (HenpeaBuAeHHbIX)
CUTyaumi;

co3gaHue anbTepHaTUBHbIX MecT XpaHeHUA 1 06paboTKM MHOpPMaLMM Ha CayYait BOSHUKHOBEHUA
HelTaTHbIX (HenpeaBUAEHHbIX) CUTYaLuuiA;

pe3sepBUpOBaHME NPOrpaMMHOro obecrneyeHus, TEXHUYECKMX CPEACTB, KAaHA/I0B Nepeaayn gaHHbIX
aBTOMaTM3MPOBAHHOWN CUCTEMbI YNPaBAEHUS Ha Cy4all BOSHUKHOBEHWS HEeLWTaTHbIX (HenpeasuaeHHbIX)
cUTyaumm;

obecneyeHne BO3MOKHOCTM BOCCTAaHOBAEHWNA aBTOMATU3NPOBAHHOW CUCTEMbI ynpaBaeHua u (unm)
€e KOMMOHEHTOB B C/ly4ae BO3HMKHOBEHMA HELITaTHbIX (HenpeaBuAeHHbIX) CUTYaLUWiA.

16.3. B xoge wuHPopmMpoBaHMA U 0Oy4eHWs mMepcoHana aBTOMATU3MPOBAHHOM CUCTEMbI
ynpas/ieHNA OCYLLEeCTBAAIOTCA:

nepuoguyeckoe wnHoopmMpoBaHMe nepcoHana ob yrposax 6e3omacHOCTM MHPOPMaLUKU, O
npaBuaax aKCNayaTauym CUCTEMbI 3aLMTbl aBTOMATU3MPOBAHHON CUCTEMbI YNPaBAEHUA U OTAE/bHbIX
CPeACTB 3aWmTbl UHPOPMaLUW;

nepuoguyeckoe obyyeHMe nepcoHana MnNpaBuaamM  3KCM/yaTauMuM  CUCTEMbI  3aLLUTHI
aBTOMaTU3MPOBAHHON CUCTEMbI YNPaBAEHUA U OTAENbHbIX CPEACTB 3aluTbl MHPOPMALIMK, BKKOYARA
npoBeAeHMe NPaKTUYECKNX 3aHATMIN C MepPCOoHaNOM Ha MaKeTax Uan B TECTOBOM 30He.

16.4. B xome aHanusa yrpo3 6esonacHocTM MHPOPMALMM B aBTOMATU3UPOBAHHOM cuUcCTEME
YyNpaBAEHNA Y BO3MOKHbIX PUCKOB OT UX peannsaLmm ocyL,ecTBAAOTCA:

nepmop,mqecr(m‘/'l dHanuns3 yﬂ3BMMOCT€l>'I aBTOMaTMBMpOBaHHOI‘a CNCTEMDBI YNpasieHUA, BO3HUKAOWMKX
B Xo4e ee s3Kcnayatauuu;

nepmop,mqecr(m‘/'l dHa/IN3 U3SMEHEHUA Yrpo3 6esonacHoCTH MHd)OpMaLI,MM B aBTOMaTM3VIpOBaHHOl7I
Cncreme ynpasneHumaA, BO3HUKAOLWMKMX B XO4€E ee 3KCnayaTaunu;

nepuvogMyeckas OUEHKa MNOoCneAcTBUIA OT peanusaumm yrpos 6esonacHocTM MHbopmaumu B
aBTOMAaTU3MPOBAHHOMN cUCTEeME YNpaBAeHUA (aHannU3 pUCKa).

16.5. B xoge ynpasneHua (aAMUHUCTPUPOBAHMA) CUCTEMOW 3alUTbl aBTOMATM3MPOBAHHOM
cUCTeMbI YNPaBAEHMA OCYLLECTBAAIOTCA:

onpegeneHne nuy, OTBETCTBEHHbLIX 3a ynpasJeHUe (aLI,MMHVICTpMDOBaHl/Ie) cucTemoit 3aWnTbl
aBTOMaTI/IBI/IPOBaHHOﬁ CUCTEMDI YNMPaBNEHUA;

ynpasaieHne Yy4YeTHbiMn 3anncamum nosb3oBatenen u nogaepxXaHme npasuan pasrpaHNyeHuA
A0CTyna B aBTOMaTM3MpOBaHHOﬁ cncreme ynpasaeHuA B akTyaJibHOM COCTOAHWUA;

ynpasaeHne cpeacrsamu 3aWunTbl VIHd)OpMaLI,MM B aBTOMaTM3MpOBaHHOﬁ cncreme ynpassieHuA, B
TOM Yucne napamMeTpamum HaCTpOVIKM nporpammHoro o6ecnequvm, BK/1lO4aA BOCCTaHOBJ/1eHUE
pa6OTOCI'IOCO6HOCTM cpeAacTs 3allUThbI MHd)OpMaLI,MM, reHepauuto, CMeHy 1 BOCCTaHOB/1IEHNE naponeﬁ;

ynpaBfeHne 06HOBAEHUAMM NPOrpaMmMHOro obecneyeHus, BKAKOYAA NporpammHoe obecrneyeHune
CPeAacTB 3almMTbl UHPOpPMALMK, C y4eTOM OcobeHHocTel ¢GYHKLMOHMPOBAHMSA ABTOMATU3MPOBAHHOM
CUCTEMbI yNpaBAeHus;

LEeHTpaNn30BaHHOE ynpaB/ieHMe CUCTEMON 3alUTbl aBTOMaTU3MPOBAHHOW CUCTEMbI YNpaBaeHUA
(npn HeobxoanmocTH);



aHa/M3 3aperncTpnpoBaHHbIX COBbITUIN B aBTOMATU3UMPOBAHHOW CUCTEME YNpPaB/eHUsA, CBA3AHHbIX
¢ 6e3onacHocTbO MHPOopMaL MK (ganee - cobbiTUs GesonacHoCTH);

conpoBoXaeHne  PYHKUMOHUPOBAHMA CUCTEMbI  3aWUTbl  aBTOMATM3MPOBAHHOM  CUCTEMbI
yrnpaBfeHna B XO4e €ee 3KCMJ/yaTauumu, BKAOYas BeAeHWe IKCMNyaTauUMOHHOW AOKYMEHTaumMm WU
OpraHn3aLMOHHO-PaACNOPAANTENbHbIX LOKYMEHTOB Mo 3awmTe MHGopmMaLumu.

16.6. [1na BblaBNEHNA NHUNOEHTOB U pearnposaHnAa Ha HUX OCYLLECTB/IAIOTCA:
onpegeneHune nmy, OTBETCTBEHHbIX 3a BblAB/IEHNE MHUMNAEHTOB U pearnpoBaHMe Ha HUX;

0obHapy:KeHne U MAeHTUPUKALMA UHUMOEHTOB, B TOM 4YMC/Ie OTKa3oB B 0bC/ayxuBaHuM, cboes
(nepesarpy3ok) B paboTe TexXHWYECKWUX CPeAacTB, MPOrpaMmMHoro obecrneyeHus M CPeACTB 3alumTb
MHPOPMaUMK, HapylleHWU NPaBUA pasrPaHUYEHUs [0CTyna, HEenpaBOMEPHbIX AeicTeui no cbopy
MHPOPMaLMKN, BHEAPEHUA BPEOOHOCHbIX KOMMbIOTEPHbLIX MPOrpamm (BUPYCOB) M WHbIX COBbLITUN,
NPMBOAALMX K BOSHUKHOBEHWIO MHLUAOEHTOB;

cBoeBpeMeHHoe WHOOPMUPOBAHME UL, OTBETCTBEHHbLIX 33 BbIABNEHWE WHUMAEHTOB U
pearMpoBaHMe Ha HWUX, O BO3HUKHOBEHUU WHUMUIOEHTOB B aBTOMaTM3MPOBAHHOWN CUCTEME ynpaB/ieHus
nepcoHanom;

aHa/nM3 WHUMAEHTOB, B TOM uucCile onpedesieHne WUCTOYHMKOB U MPUYUH BO3HUKHOBEHMA
WMHUMIEHTOB, a TaK}Ke OLLeHKa UX NOCNeACcTBUIA;

NAaHUPOBaHWE U NPUHATUE MEP MO YCTPAHEHWUIO MHLUMAEHTOB, B TOM YMCIE MO BOCCTAHOB/IEHWIO
aBTOMAaTU3MPOBAHHOM CUCTEMbl YNpaB/ieHUA B C/lydyae OTKasa B 0OBCAYXMBaHMM MAM nocne cboes,
YCTPaHeHUo NOCNeACTBUIN HAPYLLUEHWA NPaBMA pasrpaHUYeHusa 40CTyna, HeMPaBOMEPHbIX AEWUCTBUIA NO
cbopy MHPopmaunn, BHEAPEHUA BPEAOHOCHbIX KOMMNbIOTEPHbIX NPOrPamm (BMPYCOB) U UHbIX COBLITUIA,
NPMBOAALMX K BOSHUKHOBEHUIO MHLNAEHTOB;

NNaHUpoOBaHNE U NPUHATUE Mep NO NPeaoTBpaLlLeEHNIO NOBTOPHOINoO BO3HMKHOBEHNA UHUNOEHTOB.

16.7. B xoge ynpaBneHus KoHoMrypaumelr aBTOMaTU3MPOBAHHOMW CUCTEMbl YNpPaB/ieHMA U ee
CUCTEMbI 3aLLUTbI OCYLLECTBAAOTCA:

nogaepskaHue KoHPUrypauum aBToMaTM3MPOBAHHOM CUCTEMbI YNPaBAEHUA U ee CUCTEMbI 3aLMTbI
(CTPYKTYypbI CUCTEMbI 3alLMTbI aBTOMATU3MPOBAHHON CUCTEMBI YNPABAEHUA, COCTaBa, MECT YCTaHOBKU U
napameTpPoB HACTPOMKWU CpPeacTB 3aWwmTbl MHPOPMALIMKU, MPOrPaMMHOro obecneyeHnna U TEXHUYECKUX
CpeAcTB) B COOTBETCTBMM C SKCMyaTaUMOHHOM AOKYMEHTauMel Ha cucTeMy 3allimTbl (nogaepskaHue
6a30B0OI KOHOUIYpPaLMM aBTOMATU3MPOBAHHOM CUCTEMBI YIIPAB/IEHUA U €€ CUCTEMbI 3aLLMUTbI);

onpegeneHne nud, KOTOPbIM pas3peLlleHbl lEl,el\/'ICTBMFI Mo BHECEHWUIO WM3MEHEHUI B 6a3OBYIO
KOHd)I/Il'ypaLI,I/I}O aBTOMaTMBMDOBaHHOD’I Cncrtembl ynpasieHMA U ee CUCTEMbDI 3aLLUNTDI;

pernameHTauMss M KOHTPOJIb TEXHWYECKOro OB6CAYXKMBAHMA, B TOM YWUCAEe AUCTAHLMOHHOIO
(yAaneHHOro), TeXHMYECKMX CPEeACTB M MporpamMmHoro obecneyeHms aBTOMaTM3MPOBAHHOW CUCTEMbI
ynpaBsfeHus;

ynpaBsfeHue nsmeHeHusmmn 6a3oBoit KOHUIypaLuun aBTOMaTM3MPOBAHHOW CUCTEMbI YIPaBAEHUS
M ee CUCTEMbl 3alUMTbl, B TOM YMCAe OnNpeaeseHne TUMOB BO3MOMHbLIX M3MeHeHun 6a3oBoi
KOH}UrypaL MM aBTOMATU3MPOBAHHOMN CUCTEMbI YIPABIEHNA U €€ CUCTEMbI 3aLLMTbI, CAHKLMOHMPOBAHMWE
BHECEHUA M3MEeHEeHW B 6a30BYl0 KOHPUIypaLMiO aBTOMATU3MPOBAHHOW CUCTEMbl YNpaBieHUs U ee
CUCTEMbI 3aLWNTbI, JOKYMEHTUPOBaHWE AEeNCTBUIA NO BHECEHUIO M3MeHEeHWI B 6a3oByto KOHUrypauuio
aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHUS M €e CUCTEMbl 3alLMTbl, COXpPaHEeHWe JaHHbIX 06
n3meHeHuax 6a30BOM KOHOUIypauum aBTOMATM3MPOBAHHOW CUCTEMbI YMPABAEHWA U ee CcUcTembl
3alMTbl, KOHTPOAb  [AENCTBMMA NO  BHECEHU  U3MeHeHMn B  6a3oByl0  KOHOUrypauumto
aBTOMATU3MPOBAHHOM CUCTEMBI YIPABNEHUA U €e CUCTEMbI 3aLLMUTbI;



dHaAn3 noTeHunasibHOro BO3A€VICTBVIFI nnaHunpyembix M3MeHeHun B 6a3oBOM KOHq)VII'ypaLI,VIVI
aBTOMaTM3MpOBaHHOVI CUCTEMDBI ynpaB/ieHUA U ee CUCTEMDbI 3allUTbl Ha obecneveHue ee 663OI'IaCHOCTM,
BO3HWKHOBEHME  AOONOJIHUTE/NIbHbLIX Yrpo3 6esonacHoCTH MHd)OpMaLI,MM n pa6OTOCI'IOCO6HOCTb
aBTOMaTM3MpOBaHHOVI CUCTEMDI YNPaBNEHUA;

onpeaeneHne napameTpoB HACTPOMKW MPOrpamMmMHOro obecneyeHus, BKAOYAA MPOrpamMMHOe
obecneyeHne cpeacTB 3alWnUTbl MHOOPMALMKM, cOCTaBa U KOHOUIypaLMM TEXHUYECKMX CPeacTB M
nporpammHoro  obecrnevyeHMa [0  BHECEHMA  M3MeHeHMt B 6a30Byl0  KOHUrypaumto
aBTOMATM3MPOBAHHON CUCTEMbI YNIPABAEHMA N e CUCTEMbI 3aLLMTbI;

BHeceHMe  MHPopmaumu  (AaHHbIX) 06  M3MeHeHMAX B 6a3oBoOM  KOHoUrypauuu
aBTOMATM3MPOBAHHOM CUCTEMbl YMNpPaB/eHUS U ee CUCTeMbl 3aluTbl B 3KCNAyaTaUMOHHYO
AOKYMEHTaLMIO Ha cUCTEMY 3alMTbl MHGOPMaLMN aBTOMATU3UPOBAHHOM CUCTEMbI YIPaBAEHMA.

16.8. B xoge KOHTpons (MOHMTOpPWHra) 3a obecneyeHMeM YPOBHA  3aLLMLLEHHOCTU
aBTOMAaTU3MPOBAHHOM CUCTEMbI YNPaBAEHUA OCYLLECTBAAIOTCA:

KOHTPO/1Ib 3a cobbITuAMM 6HesonacHOCTU U AEVICTBMHMM nepcoHana B aBTOMaTM3MPOBaHHOﬁ
cncreme ynpasneHwus;

KOHTPO/Ib (aHanu3) 3alumuieHHoCcTM MHbopmaumu, obpabaTtbiBaemol B aBTOMATU3MPOBAHHOM
cucTeme ynpasaeHus, C y4eTom ocobeHHocTel ee GyHKLUMOHUPOBAHWUA;

aHanM3 U oueHKa OGYHKUMOHUPOBAHUA CUCTEMbl 3aliUTbl aBTOMAaTU3UMPOBAHHOW CUCTEMBbI
ynpaBneHus, BKAOYaA BbiIBEHME, aHa/IN3 U YCTPaHEHWEe HeAO0CTaTKOB B GYHKUMOHUPOBAHUN CUCTEMDI
3aLWMUTbl aBTOMATU3UPOBAHHOM CUCTEMBI YNPaBAEHUS;

[OKYMEHTUPOBaHME NPoLeayp U Pe3ynbTaToB KOHTPOA (MOHUTOPKUHra) 3a obecneyeHnem ypoBHA
3alIMLLEHHOCTN aBTOMAaTU3MPOBAHHOMN CUCTEMBI YNPaBAEHUS;

NPUHATUE peWeHna Mo pesynbTaTaM KOHTPOAA (MOHWTOpPMHra) 3a obecneyeHUMem YpPOBHA
3alMLEHHOCTM  aBTOMAaTU3MPOBAHHOM CUCTEMbl ynpaB/ieHMa O HeobxogMMOCTM nepecmoTpa
TpeboBaHMIN K 3awmuTe MHOOPMaLMM B aBTOMATM3MPOBAHHOW CUCTEME YyMpaBieHus U popaboTke
(MoaepHU3aUMK) ee CUCTEMbI 3aLLUTDI.

O6ecneyeHue 3awWwuTbl UHPOPMALUU NPU BbIBOAE U3 SKCNyaTaL UK
aBTOMaTM3UPOBaHHOW CUCTEMbI YNPaB/IeHUA

17. O6ecneyeHne 3awmTbl MHGOPMALIMM NPU BbIBOAE M3 3KCN/yaTauMuM aBTOMATU3MPOBAHHOM
CUCTEMbl  YNpPaBNEHMS  OCYLLECTB/IAETCA OMepaTopom B  COOTBETCTBUM C  3IKCMAyaTaLMOHHOM
AOKYMEHTaumel Ha cucTemy 3aluTbl aBTOMATU3MPOBAHHOM CUCTEMbI YNPABAEHUA U OpraHM3auMoHHO-
pacnopsaanTelbHbIMM SOKYMEHTaMM Mo 3awmTe MHGOPMALMM 1 B TOM YMC/Ie BK/THOYAET:

apXMBMpPOBAHME MHPOPMALMK, COAEPIKALLENCA B aBTOMATU3UPOBAHHOM CUCTEME YNpPaB/IeHUS;

YHUUTOXKEHME (CTMpaHME) [AaHHbIX W OCTaTOYHOW MHGOPMAUMM C MaWUHHbIX HOCUTENel
NHpOPMaLMN U (UAN) YHUUTOXKEHME MALLMHHBIX HOCUTeNel nHGopMaumu.

17.1. ApxuBuMpoBaHWe WHPOPMaLMKM, COAeprKalleinca B aBTOMaTU3MPOBAHHOM cuUcTeme
ynpaBAeHna, [AOOMKHO  OCYWECTBAATbCA MNpPM  HeobXxoAMMOCTM  AanbHeWWero  WUCNo/ib3oBaHMSA
MHPOpPMaLMN B AeATENbHOCTM onepaTopa.

17.2. YHUUTOXKEHWE (CTUPaHME) AaHHbIX M OCTAaTOYHOM MHOOPMALMM C MALUMHHBLIX HOCUTenek
MHPOPMaLMKN MPOM3BOAUTCA MPU HEobXoAMMOCTM nepefayyM MallMHHOTO Hocutena uHdopmalmm
APYromy nosab3oBaTeNto aBTOMaTM3MPOBAHHOW CUCTEMbI YNPaB/AEeHUSA MAWM B CTOPOHHMUE OpraHM3auun
ONA PeMOHTa, TEXHUYECKOTo 06CNYKNBAHMA MU AaNbHENLLEro YHUUTOMNKEHUS.



an BblBOAE aBTOMaTM3MpOBaHHOﬁ Cncrembl ynpasnieHuMA W3 3SKCNayataumm npomsBoanTCA
YHUYTOXEHNE MALLUNHHbIX HocuTenemn VIH(I)OpMaLI,MM, coaeprawmnx sHeproHe3asnCMMyro NamAaTb.

lll. Tpe6oBaHuA K mepam 3aLuTbl MHOPMaALMUUY
B aBTOMAaTU3UPOBAHHOM CUCTEME YNpaB/ieHus

18. OpraHusaLMOHHbIE W TEXHMYECKMEe Mepbl 3awuTbl WMHOOPMALUKM, peanusyemble B
aBTOMATM3MPOBAHHON CUCTEME YNpPABJEHUSA B paMKax ee CUCTEMbl 3alUMTbl, B 3aBUCMMOCTU OT Knacca
3alWMLEHHOCTM, Yyrpo3 6e3onacHocTM WMHOOPMALMKM, WCMOAb3YEMbIX TEXHONOMMA U CTPYKTYPHO-
YHKLMOHANbHBIX XapPaKTEPUCTUK aABTOMATM3MPOBAHHOM CUCTEMbI YMpaBieHUA U ocobeHHOCTel ee
dYHKLMOHNPOBAHMA A0MKHbI 06ecneynsaTb:

naeHTMduMKaumio n ayteHTuduKaumo (MAD);

ynpasneHue goctynom (YN4);

orpaHuyeHue nporpammHoin cpeabl (OrC);

3aLMUTY MaLUUHHbIX HocuTenen nHdopmaumm (3HN);

ayaut 6esonacHoctu (AYA);

aHTUBUPYCHYO 3awwmTy (AB3);

npeaoTBpaLeHne BTOpKeHU (KomnbloTepHbix aTak) (COB);
obecneveHune uenoctHoctn (OUN);

obecneuyeHune gocrtynHoctu (OAT);

3aLUNUTY TEXHUYECKUX cpeacTB U cuctem (3TC);

3alLMTY MHPOPMALMOHHOM (aBTOMATU3MPOBAHHOM) cUCTEMbI U ee KommnoHeHToB (3UC);
pearMpoBaHMe Ha KOMMblOTEpHble MHUMAEHTbI (MHL,);

ynpasaeHue KoHpurypaumei (YKO);

ynpaBfiieHMe 06HOBAEHMAMM NporpammHoro obecneyexus (ONO);
naaHUpoBaHWe meponpuaTnii no obecnedyeHuto 6esonacHoctu (M/1H);
obecneyeHne AencTBUIA B HeWTaATHbIX cuTyaumax (AHC);
nHdopmumpoBaHue 1 obyyeHne nepcoHana (MNO).

CoctaB Mep 3awutbl MHOGOPMALMM M uX DasoBble Habopbl AN COOTBETCTBYIOLWMX K/1AcCOB
3aLUMLLEHHOCTM aBTOMATM3MPOBAHHbLIX CUCTEM YMpaB/ieHWA NpuBeAEeHbl B NpuaoxkeHun Ne 2 K
HacToAwmMM TpeboBaHUAM.

Copep:aHue mep U npasuaa UX peannsaumm yCTaHaABAMBAKOTCA METOAMYECKUM [OOKYMEHTOM,
pa3paboTtaHHbiM PCTIK Poccum B COOTBETCTBMU C NYHKTOM 5 M noAnyHKTOM 4 nyHKTa 8 MNonoxeHus o
depnepanbHOM Cny:KOe MO TEXHUYECKOMY W IKCMOPTHOMY KOHTPOJIO, YTBEPXKAEHHOrO YKasom
Mpe3naeHTa Poccuiickoit Pepgepaumm ot 16 asrycta 2004 r. Ne 1085.

19. Bbibop mep 3awmTbl MHPOPMALMM ONA UX Peanusaumm B aBTOMATM3MPOBAHHOM cucTeme
yrpaB/ieHNA B paMKax ee CUCTEMbI 3aLUMTbI BKAKOYAET:



onpeaeneHve 6asoBoro Habopa Mep 3aWMTbl MHOOPMALMM ANA YCTAHOB/JIEHHOro KJjacca
3aLMLLEHHOCTM aBTOMATUM3MPOBAHHOW CUCTEMBI YMNPaB/JEHUS B COOTBETCTBMM C 6a30BbiMM Habopamu
Mep 3aLLMTbl MHGOPMALMM, MPUBESEHHBIMWN B NpUAoKeHUN N2 2 K HacToAwmum TpeboBaHMAM;

apgantaumio 6asoBoro Habopa mep 3aWUTbl UHOOPMALUM NPUMEHUTENBHO K KaXKOOMY YPOBHIO
aBTOMATM3MPOBAHHON CUCTEMBI YNPABAEHUA, UHBIM CTPYKTYPHO-PYHKLIMOHAIbHBIM XapaKTepPUCTUKaM U
0COBEHHOCTAM  PYHKLMOHMPOBAHMA aBTOMATU3MPOBAHHOW CUCTEMbI YyMpaBaeHus (B TOM uucne
npesycmaTpuBaloWyto  UCKAloYeHMe 13  6as3oBoro Habopa Mmep 3awmtbl  UHbOpPMauuu  mep,
HEeMNoCpPeACTBEHHO CBA3AHHbIX C TEXHO/IOTMAMM, HE UCMNONb3YEMbIMW B aBTOMATU3UPOBAHHOM cUCTEME
ynpaBAeHNa WAN ee YPOBHAX, WAN  CTPYKTYPHO-PYHKLUMOHANBbHBIMU  XapaKTEPUCTUKAMKN, He
CBOMCTBEHHbIMM aBTOMATU3MPOBAHHOM CUCTEME YNPaBAEHNUA);

YTOYHEHWE afanTMpoBaHHoOro 6asoBoro Habopa Mep 3awWmTbl MHOOPMALMM C Y4ETOM He
BblIOpaHHbIX paHee mep 3awWuTbl MHGOPMALMM, NPUBEAEHHLIX B MPUAOKEHUM N2 2 K HACTOALLMM
TpeboBaHMAM, B pe3yabTaTe Yero ONpPeaenatoTca Mepbl 3aWuTbl MHPOpMaumn, obecneuymBaiowme
6/10KMpoBaHMe (HelTpanusaumio) Bcex yrpos 6e3onacHocTM MHPOpPMaUMKM Ha KaXKOoM M3 YpOBHeM
aBTOMAaTU3MPOBAHHOM CUCTEMBI YPABAEHWS;

AOMOJIHEHME YTOYHEHHOro afAanTMpPOBaHHOro 6asoBoro Habopa mep 3awuTbl UMHPOpPMaALUK
Mepamu, obecrneymBaloWMMK BbINOJSIHEHWE TpPeboBaHWN K 3almTe MHOOPMaUUKM, YCTaHOBAEHHbIMMU
MHbIMXU HOPMATUBHbIMMN MNPaBOBbIMKU aKTaMM, JO0KaJ/IbHbIMMU MPaBOBbIMU aKTaMW, HaUWOHa/IbHbIMU
CTaHAApPTaMK U CTaHAapPTamMM OpraHmusaumnm B 061acTu 3aWuTbl MHGOPMaLMN.

Onsa Bblbopa Mep 3awmTbl WHOOPMAUMM AN  COOTBETCTBYHOWErO Knacca 3alULLeHHOCTU
aBTOMaTM3MPOBAHHON CUCTEMbI YNPaBAEeHMA NPUMEHSIOTCS MeToguueckne gokymeHTbl ®CTIK Poccum
<*>,

<*> PaspabotaHHble ®CTIK Poccum B COOTBETCTBMM C MOAMYHKTOM 4 nyHKTa 8 MosioXkeHus o
depepanbHoM cnykbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJIO, YTBEPXKAEHHOro YKasom
MpesngeHTa Poccuiickoin Pegepaumm ot 16 asrycta 2004 r. Ne 1085.

20. B aBTOMatTM3MpPOBaHHOMN CUCTEME YMpaB/ieHWA COOTBETCTBYIOLLEro Kaacca 3alipuleHHOCTU B
paMKax ee CMCTEMbI 3alLMTbl A0/XHbI BbITb peann3oBaHbl Mepbl 3aWnUTbl HPOPMALUK, BbiGPaHHbIE B
COOTBETCTBMM C NyHKTamu 18 u 19 HactoAwmx TpeboBaHMi M obecneumsatowme 610KMpOBaHME
(HeWTpanmsaumio) Bcex yrpo3 6e3onacHoCTM MHGOPMALLMM Ha KaxKa0M U3 YPOBHEN aBTOMATU3MPOBAHHOM
CUCTEMbI YNpaBAEHMS.

BblbpaHHble Mepbl  3aWuTbl  MHGOPMaUMM  PacCMaTPMBAlOTCA  ANA  KaXAOro  YpPOBHSA
aBTOMAaTU3MPOBAHHON CUCTEMbl YNpPaBAeHMA OTAENbHO M MNOA/eXKaT peanmsauum Cc  y4eTom
ocobeHHOoCTeN GYHKLUMOHUPOBAHMA KaXKA0ro M3 YPOBHEN.

MpyM 3TOM B aBTOMATU3MPOBAHHOM CUCTEME YMpPaBAEHUA [O/KEH ObiTb, KaK MUHUMYM,
peannsoBaH afanTMPOBAHHbLIA A/ KaxAOro ypoBHA 6a30Bbli HAbop Mep 3awmTbl MHPOPMaLUW,
COOTBETCTBYIOWMIM  YCTAHOBAEHHOMY  KNAcCy  3alMLWEHHOCTM  aBTOMATU3MPOBAHHOM  CUCTEMBI
yrpaB/eHus.

21. B uensax MCKAYeHUA M3ObITOYHOCTU B peasinsaupmn mep 3almTbl MHGOPMALUKM M B Cayyae,
€C/IM NPUHATbIE B aBTOMATU3MPOBAHHOM CMCTEME YNpaB/eHUA Mepbl N0 0becnevyeHnIo NPOMBbILLNEHHONW
6esonacHocTM U (MAKn) dusnyeckoir 6es3onacHOCTM AOCTaTOYHbI ANA BNOKMPOBaHUA (HelTpanusaumu)
OTAENbHbIX Yyrpo3 6e30MacHOCTM WHPOPMAUUKM, [OMONHUTENbHbIE Mepbl 3aWuUTbl  MHPOPMaLUW,
Bbl6paHHbIe B COOTBETCTBUM C MyHKTamKM 18 1 19 Hactoawmx TpeboBaHMiA, MOTYyT He NpumeHaTbeA. Mpu
3TOM B X04e pa3paboTKM CUCTEMbI 3aLLMTbl aBTOMATU3MPOBAHHON CUCTEMbI YNPaBAEHUS AONKHO ObITb
nposeaeHo 0600OCHOBaHWE [AOCTAaTOMHOCTU MNPUMEHEHMA Mep Mo obecrneyeHuo MNPOMbILIEHHOM
6e3sonacHOCTN nnn pusnyeckoit 6esonacHoCTU AN BNOKUPOBAHUA (HEUTPan3aLMM) COOTBETCTBYOLLLUX
yrpo3 6e3sonacHocTn nHbopmaLmu.



22. Mpu OTCYTCTBUM BO3MOKHOCTU Peanunsaumm oTAeNbHbIX MepP 3alwuTbl MHPOPMALMKM Ha KaKOM-
b0 13 ypoBHel aBTOMaTU3MPOBAHHOM CUCTEMbI YNIPABAEHUA U (UN) HEBO3MOXKHOCTM MX NPUMEHEHUSA
K OTAeNbHbIM 06beKTaM M CybbekTam AOCTyna, B TOM YMC/e BCNEACTBME MX HEraTMBHOMO B/AMAHMA HA
WTATHLIM  peMM (YHKLMOHMPOBAHWA aBTOMATUM3MPOBAHHOM CUCTEMbl YNpaBAeHWsA, Ha 3Tanax
afjanTauumn 6asoBoro Habopa mep 3alMTbl MHGOPMALMM UAN YTOUHEHUA afanTMPOBaHHOrO 6a30BOro
Habopa Mmep 3awWmTbl  UMHPOPMauMKM  paspabaTbiBAlOTCA  MHble  (KOMMEHCUpYIOWME)  Mepbl,
obecneunBatowme agekBaTHoe 6/10KMpoBaHUE (HEUTpanusaumio) yrpos 6esonacHocTM MHGOPMaLUK U
HeobXoAMMbIV YPOBEHb 3aLLULEHHOCTM aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHUSA.

B KauecTBe KOMNEHCUPYIOLWLMX Mep, B MePBYLO ovepesb, paccMaTpMBatoTcA mepbl Mo obecneyeHmto
NPOMbIWAEHHOK M (unn) ¢dusmyeckoit 6e30MacHOCTM aBTOMATM3UPOBAHHOW CUCTEMbI YMpPaBJEHMUA,
nogAeprkmpatolime  HeobXogMMbI  YPOBEHb  3aLUMLWLEHHOCTM  aBTOMATU3MPOBAHHOM  CUCTEMbI
ynpasaeHus.

B aTom cnyvae B xoge paspaboTKu cMCTeMbI 3aLMUTbI aBTOMATU3MPOBAHHOM CUCTEMBI YNPaBAEHMUSA
AONKHO 6bITb NpoBegeHO 060CHOBAaHME MPUMEHEHMS KOMMEHCUMPYIOWMX Mep, a Npu NPUEMOYHBIX
MCMbITAHMAX OLLEHEHA [AO0CTAaTOYHOCTb W  afEeKBAaTHOCTb AaHHbIX KOMMNEHCUPYOWNUX Mep  Aad
610KMpOBaHUA (HEWTpanM3aLmMm) yrpos 6esonacHoCTM MHPopMaL MK,

23. BblbpaHHble M peannsoBaHHble B aBTOMATU3MPOBAHHON CUCTEME YMNPaB/JEHUA B pPamKax ee
CUCTEMbI 3aLLUTbI MepPbl 3aLUTbl MHPOPMALUK, KaK MUHUMYM, AONKHbI 06ecneymBsars:

B aBTOMAaTU3MPOBAHHbLIX CUCTEMaxX ynpaBneHus 1 Kjiacca 3alWMLEHHOCTM - HeUTpanmMsaumio
(6nokunposaHue) yrpos 6es3onacHoOCTM MHGOPMALMM, CBA3AHHbIX C AENCTBUAMMU HAPYLLUUTENA C BbICOKUM
NoTEHUNANOM;

B aBTOMaTM3MPOBaHHbIX CUCTEMAX YNpasieHWA 2 Kjaacca 3alMLLIeHHOCTU - HerTpanusaumio
(6nokunpoBaHue) yrpos 6esonacHocT WHGOPMaUMK, CBA3AHHbLIX C AENCTBUMAMM HapywuTena c
NOTEHUMANOM HE HUXKE CPeaHEro;

B aBTOMaTU3MPOBAHHbIX CUCTEMAX YNpaBieHWAa 3 Kaacca 3alMLLEHHOCTM - HEeWTpanusaumio
(6noknpoBaHue) yrpos 6e30nacHOCTU MHPOPMALMKM, CBA3AHHBIX C AEUCTBUAMM HAPYLUMTENA C HU3KUM
NOTEHLMANOM.

MoTeHuMan Hapywutens onpenensieTcd B XOAE OLEHKM ero BO3MOXHOCTEW W MOTMBaLMW,
NPOBOAMMOW NpW aHanuse yrpos 6esonacHocTM WHPOpPMauumM B COOTBETCTBUM C NyHKTOM 13.3
HacToswmx TpeboBaHMWN.

OnepaTtopom MOXKET b6biTb MPUHATO PELUeHME O NMPUMEHEHUU B aBTOMATM3MPOBAHHOW cuUcTeMe
ynpaB/ieHNA COOTBETCTBYIOWLEro Kaacca 3alMLLEHHOCTM Mep 3aliMTbl MHbOPMaLuK, obecnednBalowmx
3aWwmTy OT yrpo3 6esonacHocTM uHOOPMAaUMM, peanusyembiXx Hapylwutenem c 6osee BbICOKMM
NOTEHLMANOM.

24. TexHUYeCKMe mMepbl 3aWnTbl MHPOPMALMN PeannsyoTca NocpeacTBoM NPUMEHEHUA CPeacTB
3aLWmMTbl MHOPMALMKM, B TOM YMCAE MPOrPaMMHbIX (MPOrpamMmmHO-annapaTHbIX) CPeACTB, B KOTOPbIX OHU
peanusoBaHbl, UMELWMX Heobxoaumble OYHKUMKM 6e3onacHocTM. B KayecTBe cCpeacTB 3aluMThl
MHPOpMauMM B MepByl0 o4vepedb MoA/eKaT PACCMOTPEHMIO MeXaHM3Mbl 3aWwuTbl (napameTpbl
HaCTPOWKM) WITAaTHOrO NPOrPaMMHOro obecreyeHns aBTOMaTU3MPOBAHHOW CUCTEMbI YNIPABAEHUSA MPU UX
CENIZETZIZE

B cnyyae Ucnosb3oBaHMA B aBTOMATM3MPOBAHHbIX CUCTEMAX YNpaBaeHUs cepTUOULMPOBAHHbIX MO
TpeboBaHMAM 6e30onacHOCTM MHPOPMaLLUM CPEeACTB 3aWmUTbl UHPOPMALMN NPUMEHAIOTCA:

B aBTOMaTM3UPOBaHHbIX CUCTEMAX ynpaBaeHuA 1 Knacca 3alMWEeHHOCTU NPUMEHAIOTCA CPeacTBa
3aLWmTbl MHPOPMaLMK He HUXKe 4 Knacca, cooTBeTCTBylowWwMe 4 uan 6oee BbICOKOMY YPOBHIO A0BEPMS, a
TaKXe CpeacTBa BbIMMCAUTENBbHOM TEXHUKM He HUMXe 5 Knacca, cooTeeTcTayowme 4 uamn 6onee BbiIcOKOMyY
YPOBHIO A0BEPUS;



B aBTOMaTM3MPOBAHHbIX CUCTEMAX YNpPaBAeHMA 2 Knacca 3alMLWEHHOCTU NPUMEHAIOTCA CPeaCcTBa
3aLWmTbl MHPOPMaLMK He HUKe 5 Knacca, cooTBeTCTBYIOWME 5 UK 6osee BbICOKOMY YPOBHIO A0Bepws, a
TaKXKe CpeacTBa BbIYMCAUTENbHOM TEXHUKM HE HUMKe 5 Knacca, cooTBeTcTByowme 5 nnmn 6onee Bbicokomy
YPOBHIO JOBEPUS;

B aBTOMaTM3MPOBaHHbIX CUCTEMaX yNpaBAeHUA 3 Knacca 3allMLIEHHOCTU NPUMEHSAIOTCA cpeacTsa
3aLWmMTbl MHPOPMaLMKN He HUXKe 6 Knacca, COOTBETCTBYIoLWME 6 Uan Bosiee BbICOKOMY YPOBHIO A0BEPUS, a
TaK)Ke CpecTBa BblYNCANTENbHON TEXHUKMU HE HUMKE 5 Kacca, CooTBeTCTBYoLME 6 uan 6onee BbICOKOMY
YPOBHIO AoBepwms.

Knaccbl 3awuTbl onpepenaArTcd B COOTBETCTBUMM C  HOPMATUBHbIMW  MPABOBbIMM  aKTaMy,
M34aHHbIMW B COOTBETCTBMWU C noanyHKTom 13.1 nyHkTa 8 lMonoxkeHus o PepepanbHon cayxkbe no
TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIIO, YTBEPXKAEHHOTO YKa3zom lMNpesnaeHTa Poccuiickoit depepaunm
oT 16 aBrycta 2004 r. No 1085. YpoBHM OoBepusa ONpeaenatoTca B COOTBETCTBUM C TpeboBaHUAMMW,
yTBEpPKAEHHbIMUK npukaszom PCTIK Poccum ot 2 mioHA 2020 r. Ne 76 (3apernctpupoBaH MuHIOCTOM
Poccun 11 ceHTabpa 2020 r., pernctpaumoHHbin Ne 59772).

B c/nyyae MCNoONb30BaHWA B aBTOMATU3MPOBAHHbLIX CUCTEMAX YMPaBAEHWA CPEACTB 3aluThbl
NHOpPMaUMK, cepTUOGULMPOBAHHBIX NO TpeboBaHMAM 6e30NacHOCTM MHPOPMaLMK, YKasaHHbIe CpeacTBa
OONKHbI 6bITb CEPTUOUUMPOBAHLI Ha COOTBETCTBUME 0bfA3aTeNbHbIM TpeboBaHMAM no 6HesonacHocTU
MHPOPMaUMK, YCTAaHOBNEHHbIM HOPMATUBHBIMM MPABOBbIMK aKTaMW, AN TpeboBaHMUAM, YKa3aHHbIM B
TEXHUYECKMX YCNOBUAX (3a4aHMAX No 6e3onacHocTH).

®PyHKUMM 6e30nacHOCTM CpeacTB 3aluMTbl MHPOPMALMKM AOMKHbI obecneynBaTb BbINOJHEHME
HacTosawmx TpeboBaHMWN.

25. MNpun n“cnonb3oBaHWM B aBTOMATM3UPOBAHHbLIX CUCTEMAX YMNpPaB/E€HUA HOBbIX TEXHO/IOTUIA U
BbIAB/IEHUWN AOMONHUTENbHBIX Yrpo3 H6esonacHocTu nHGopMaumm, Ana KOTOPbIX He onpeneneHbl Mmepbl
3aWmTbl UHGOpPMaLMK, JOMKHbI pa3pabaTbiBaTbcA KOMNEHCUPYIOLWMNE MepPbl B COOTBETCTBMU C MYHKTOM
22 HacToAwmx TpeboBaHMiA.



MpunorkeHune Ne 1

K TpeboBaHMAM K obecneyeHunto

3aWmTbl MHPOPMaLMM B aBTOMATM3NPOBAHHbIX
CUCTEMAX YNpPaBAEHUA NPOU3BOACTBEHHbIMM
N TEXHONOMMYECKMMM NpOoLLeccamm

Ha KPUTMYECKM BAXKHbIX 0ObEKTAX,
NOTEHLMAIbHO OMACHbIX 06BEKTAX,

a TaKXe ob6beKTax, NpesCcTaBAAOLLMX
NOBbILIEHHYIO OMNACHOCTb 411 }KU3HWU

W 340POBbA Nt0AEN U AN OKPYKatoLLen
npupoAHon cpesbl

ONPEAENEHUE
K/TACCA 3ALLUULLEHHOCTU ABTOMATU3UPOBAHHOM CUCTEMbI YPABNIEHUA

1. Knacc 3awmu,eHHOCTM aBTOMaTM3NPOBaHHOM cUcTeMbl ynpaBaeHus (nepsbiit kKnacc (K1), BTopoi
knacc (K2), Tpetunin knacc (K3)) onpepennetcs B 3aBUCMMOCTU OT YPOBHSI 3HAYUMMOCTU (KPUTUUYHOCTK)
obpabaTbiBaemoli B Her MHPopmaumm (Y3).

2. YpoBeHb 3HaUMMOCTU (KpUTUYHOCTK) nHbopmaumm (Y3) onpeaensertca cTeneHbio BO3MOXHOIOo
ywepba OT HapyleHWAa ee LeNOCTHOCTM (HenpaBoMepHble YHUUTOXeHWe uanm moauduumpoBaHue),
AOCTYNHOCTU (HenpaBomepHoe 6/10KMpOBaHME) MAN KOoHdUAEHUMANbHOCTM (HenpaBoMepHble A40CTyr,
KonupoBaHue, NpeaocTaBjeHne AN PacnpocTpaHeHme), B pesy/ibTaTe KOTOPOro BO3MOXHO HapylleHue
LUTaTHOMO peXkmMma GYHKUMOHMPOBAHUA aBTOMATM3UPOBAHHOM CUCTEMbI YNPaBAEHUA WAM He3aKOoHHoe
BMeLLaTeIbCTBO B NpoLecchl GYHKLUMOHMPOBAHMA aBTOMATU3MPOBAHHOMN CUCTEMbI YNPaBAEHUS.

¥3 = [(uenoctHocTb, cTeneHb ywepba) (AocTynHocTb, cTeneHb yuwepba) (KoHPUAeHUMaNbHOCTD,
cTeneHb yuepba)l,

roe cTeneHb BO3MOMKHOTO yuiepba onpenenseTcs 3aKasyMkom MAM ONepaTopoM 3KCNEPTHbIM UK
WHbIM METOLOM U MOMKET ObITb:

BbICOKOW, ecAn B pesynbTaTe HapyweHWa OAHOro W3 CBOWCTB 6e30MacHOCTM MHpOopMaLUm
(uenocTHocT, AOCTYNHOCTM, KOHOWAEHLMANLHOCTM), MNOBMEKLEro HapylweHue LWTAaTHOro peXuma
OYHKLMOHMPOBAHNA  aBTOMAaTU3MPOBAHHOM CUCTEMbI  YNPaBAEHWA, BO3MOMHO BO3HWKHOBEHME
ypesBblualiHOM CcUTyauuKn deaepanbHOro WM MEXPErMoHaNbHOro Xapaktepa <*> UAU  WHble
CYLLECTBEHHbIE HEeraTMBHbIE NOCNEACTBUA B COLUMANbHOM, NONUTUYECKON, SIKOHOMMYECKOW, BOEHHOW UK
MHbIX 061acTAX AeATeNbHOCTY;

<*> YcTaHaB/MBaeTCA B COOTBETCTBUM C NOCTaHOBAeHMeM NpaBuTenbcTBa Poccuiickoit depepaumm
oT 21 maa 2007 r. Ne 304 "O knaccuduKaumm YpesBblualiHbIX CUTyaUUI NPUPOLHOrO U TEXHOTEHHOro
xapakTepa" (CobpaHue 3akoHogaTenbcTBa Poccuinickon ®eaepaunn, 2007, Ne 22, cT. 2640; 2011, Ne 21,
cT. 2971).

cpeaHen, ecnu B pesynbTaTe HapyweHWs OA4HOro M3 CBOWCTB 6e30macHOCTM MHGOPMALLMK
(uenocTtHocTH, [OCTYNHOCTM, KOHOWAEHLMANLHOCTK), MOB/EKLWEro HapylweHue LWTAaTHOro PeXuma
OYHKLMOHMPOBAHNA  aBTOMATU3MPOBAHHOM  CUCTEMbI  YNPaBAEHMUS, BO3MOMHO BO3HWKHOBEHWE
Ypes3BbIYAMHOM CUTYaLMM PErMOHANBbHOIO WANM MEXMYHUUMMNANBHOIO Xapaktepa <*> WAM WHble
yMepeHHble HeraTuBHble MOC/AeACTBUA B COLUMANbHOM, MONUTUYECKOMN, SKOHOMWYECKOW, BOEHHOW MAU
WHbIX 061acTAX LeATeIbHOCTY;



<*>YcTaHaBAMBAETCA B COOTBETCTBUM C NOCTaHOBAeHMeM Mpasutenbctea Poccuiickoi Pepepauum
oT 21 masa 2007 r. Ne 304 "O knaccuduKaumm YpesBblyaliHbIX CUTyaUUIt NPUPOLHONO U TEXHOTEHHOTo
xapaktepa" (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®deaepaunm, 2007, Ne 22, cT. 2640; 2011, Ne 21,
cT. 2971).

HU3KOW, ecnn B pe3y/nbTaTe HapylweHus OAHOro W3 CBOMCTB 6e30MacHOCTM MHpOpMaLMK
(uenocTHocTH, AOCTYNHOCTM, KOHOWAEHLMANLHOCTK), MOB/EKLWEro HapylweHue LWTAaTHOro pPeXuma
OYHKLMOHMPOBAHNA  aBTOMATU3MPOBAHHOM  CUCTEMbI  YNPaBAEHMS, BO3MOMHO BO3HWKHOBEHWE
YypesBbIYaMHOM CUTyaLUMM MYHUUMNANLHOTO (/IOKa/NbHOrO) <*> xapaKTepa WM BO3MOMHbl WHble
He3HauyuTe/IbHble HeraTMBHblE MOCNEACTBMA B COLMANbHOM, MONMTUYECKOM, SKOHOMMYECKOW, BOEHHOM
WY MHbIX 061acTAX AeATeIbHOCTH.

<*>YcTaHaB/MBAETCA B COOTBETCTBUM C NocTaHoBAeHMeM MpasutenbctBa Poccuiickoi Pegepaumn
oT 21 masa 2007 r. Ne 304 "O knaccudumKaumm YpesBblHaliHbIX CUTYaUMIA NPUPOLHOTO M TEXHOTEHHOTO
xapaKkrtepa" (CobpaHune 3akoHogaTenbcTsa Poccuiickon ®Peaepauum, 2007, Ne 22, cT. 2640; 2011, No 21,
cT. 2971).

B cnyyae, eciam gna unHbopmaummn, obpabaTbiBaeMon B aBTOMATM3MPOBAHHOM cuUcTeme
ynpasneHus, He TpebyeTtca obecneyeHne oAHOro M3 CBOMCTB 6e30nacHOCTU MHPOPMALIMK (B YACTHOCTM
KOHPUAEHUMANbHOCTN) YPOBEHb 3HAYUMOCTU (KPUTUUYHOCTU) onpeaenaTca ANs AByX APYrux CBOWCTB
6e3onacHOCTN MHPopPMaLMK (LLeNOCTHOCTU, AOCTYNHOCTH). B aTOM ciydae:

Y3 = [(uenocTHoOCTb, cTeneHsb yllepba) (AocTynHOCTb, cTeneHsb yuiepba) (KoHPUAeHLUMaNbHOCTb, He
npumeHsetca)].

NHbopmauus, obpabaTbiBaemas B aBTOMATM3MPOBAHHON CUCTEME YNPaB/IeHMA, UMEEeT BbICOKUI
YyPOBEeHb 3HauMMoCTU (KpuTuuHoctu) (Y3 1), ecnm xota 6bl Ans OAHOrO M3 CBOMCTB 6e30macHOCTU
MHbOPMaUMKN (LeNOCTHOCTU, AOCTYMHOCTM, KOHdUAEHLMANbHOCTU) onpedeneHa BbICOKas CTeneHb
ywepba. UHPopmaLuma, obpabaTbiBaemas B aBTOMATM3MPOBAHHON cUCTEME YNPaBAEHUA, UMEET CpeaHu
YPOBEHb 3HauYMMOCTU (KpuTuuHoctu) (Y3 2), ecnm xota 6bl ANs OAHOrO M3 CBOMCTB 6e30macHOCTU
MHbOPMaUMKM (LEeNOCTHOCTU, AOCTYMHOCTM, KOHUAEHUMANbHOCTU) onpedefieHa cpegHsAs CTeneHb
ywepba 1 HeT HM O4HOrO CBOMCTBA, 419 KOTOPOro onpeaesieHa BbICOKan cteneHb yuwepba. MHbopmaums,
obpabaTtbiBaemasa B aBTOMAaTU3NPOBAHHOM CUCTEME YNpPaBAEHWUA, UMEET HU3KUIN YyPOBEHb 3HAYMMOCTHU
(kpuTHMuHOCTK) (Y3 3), ecnm anAa Bcex cBoMcTB He3onacHOCTM MHPopMaLMK (LeNOCTHOCTM, AOCTYNHOCTH,
KOHdUAEHUMANbHOCTU) onpeaenieHbl HU3KMe cTeneHu yuwepba.

Mpy 06paboTKe B aBTOMATU3MPOBAHHOMN CUCTEME YNpaB/eHUA ABYX U bonee BUAOB MHPOpMaLMK
(u3mepuTtenbHaa uHdopmauma, UHOOPMAUMA O COCTOSSHUM MpoLecca) YpoBEHb 3HAYMMOCTMU
(KpuTHUHOCTK) MHPOPMauuu (Y3) onpesenserca oTAeNbHO ANS KaXAoro Buga MHpopmaummn. UTorosbiit
YPOBEHb 3HAYMMOCTU (KPUTUYHOCTM) YCTAHABAMBAETCA MO HAMBbLICLLIMM 3HAYEHUAM CTENEHM BO3MOMKHOIO
ywepba, onpeaeneHHbIM ANA  UENOCTHOCTM, AOCTYNMHOCTH, KOHOUAEHLMANBbHOCTM KaXKAoro BuAa
nHpopmaymu.

3. Knacc 3almieHHOCTY aBTOMaTU3MPOBaHHOM CUCTEMbI YIpaBaeHUA ONpeaensaeTcs 8
COOTBETCTBUK € Tabnuuei:



YpoBeHb 3HaYUMOCTU (KPUTUYHOCTU) MHDOPMaLUM

Knacc 3almieHHOCTM aBTOMaTU3MPOBaHHOM
cUCTEeMbI ynpasieHms

y31 K1
y32 K2
Y33 K3




MpunnoxkeHne Ne 2

K TpeboBaHMAM K obecneyeHuto

3aWwmTbl MHGOPMaL MM B aBTOMATU3NPOBAHHbIX
CUCTEMAX YNPaBIEHWUA NPOU3BOACTBEHHbIMM
N TEXHONOTMYECKMMM NpoLLeccamm

Ha KPUTMYECKM BaXKHbIX OObEKTAX,
NOTEHLMANbHO OMACHbIX 06BbeKTaXx,

a TaKXKe 06beKTax, NPeaCcTaBAAOLLMX
MOBbIWEHHYIO OMAaCHOCTb A/1A }KU3HU

1 34,0POBbA JIIOAEN U A/1A OKPYKaAtoLEel
npPUpPoAHO cpeabl

COCTAB
MEP 3ALLUTbI UHOOPMALIUU N UX BA3OBbIE HABOPbI
ANA COOTBETCTBYIOLWLEIO K/TACCA 3ALLULLEHHOCTH
ABTOMATU3UPOBAHHOW CUCTEMbI YNPAB/IEHUA

CNUCOK U3MEHSIOLLMX JOKYMEHTOB
(8 pea. Mpukasa PCTIK Poccum ot 09.08.2018 Ne 138)

Mepbl 3aWmTbI VIHd)OpMaLI,MM B aBTOMAaTU3NPOBAHHbLIX CUCTEMAX

YcnoBHoe Knaccbl 3allMWEeHHOCTHU
ynpassieHnAa o
obo3Hauve daBTOMATU3NPOBAHHOU
HUue " Cncrtembl ynpassieHuAa
HOoMep
mepbl 3 2 1

I. UoeHTndurKaumsa u ayteHTudmKauma (MAD)

NA®.0 PaspaboTKa NOAUTUKM MAEHTUPUKALMKN U ayTeHTUDUKaLUK + + +

NaoeHTUPMKaLMA U ayTeHTUPUKaLMA Nnoab3oBaTenei un
NAD.1 A ¢ Y Y ¢ 4 + + +
WHULMNPYEMbBIX MU NMPOLLECCOB

NAD.2 NaeHTUOMKauMA 1 ayTeHTUPUKALMA YCTPOMUCTB + + +
NAD.3 YnpasneHune naeHtnomKkaTtopamm + + +
NAD.4 YnpasneHue cpeacTBamm ayTeHTUPUKaLNK + + +
NAD.5 | UgeHTUdUKAUMA M ayTeHTUDUKALMNA BHELLHUX NOJIb30BaTeNEN + + +
NAD.6 [BYCTOPOHHAA ayTeHTUDMKaLMNA

NAD.7 3awmTa ayTeHTUOMKaLMOHHOM MHbOPMaLUKM Npu Nepesaye + + +

Il. YnpaBneHue goctynom (YNA)

ynag.o Pa3paboTKa NoANTUMKN ynpaBieHna AOCTYNOM + + +




yna.1 YnpaB/iieHMe yYeTHbIMM 3anNnUcamm Nonb3oBaTenei
yna.2 Peanunsauma noanTUK ynpasaeHmna 4ocTyna
yna.3 JoBepeHHan 3arpysKka
yna.4a PasgeneHune nonHomouni (poneit) nonbsosatenemn
yn4.5 |HasHayeHne MMHMMANAbHO HEOBXOAMMbIX NPAB U NPUBUNETUNIA
V.6 OrpaHuyeHue HeycnelHbIX NONbITOK A0CTYNa B

' MHPOPMALMOHHYIO (ABTOMATU3MPOBAHHYIO) cUCTEMY
V.7 MpeaynpexaeHne Noib3oBaTena Npu ero JocTyne K

' MHGOPMALMNOHHBIM pecypcam

OnoseleHWe Nosib3oBaTeNA NPU YCNELHOM BXOA4e
yna.8 npeaplaylem goctyne K UHGOPMaLLMOHHOM
(aBTOMaTU3NpPOBAHHOI) cUcTEeme

yng.o OrpaHnyeHune Yncna napannesnbHbIX CEaHCOB JOCTYNa
YN.10 BnokupoBaHue ceaHca JOCTyNa NoJsib3oBaTena npu

’ HEaKTMBHOCTU
yna.11 YnpaBneHue gencTBuAMM Nonb3oBaTenen no ngeHTndukaymm

' n ayTeHTMdMKaLNK
yng.12 YnpasneHue aTpnbytamu 6e3onacHocTH
yng.13 Peannsauna sawmuleHHOro yganeHHoro goctyna
yna.14 KoHTposb AocTyna n3 BHEWHNX MHPOPMALIMOHHbIX

' (aBTOMaTU3MpPOBaAHHbIX) CUCTEM

[ll. OrpaHuyeHne nporpammuolii cpeapl (OMNC)

orc.o Pa3paboTKa NOANTMKMU OFrpaHUYEHNA NPOrPaMMHON cpesbl
onc.1 YnpaeneHue 3anyckom (06palLeHUAMM) KOMNOHEHTOB

' nporpammHoro obecneyeHus
onc.2 YnpasneHue yCTaHOBKOW (MHCTannaumein) KOMNOHEHTOB

' nporpammHoro obecneyeHus
onc.3 YnpaBsieHue BpeMeHHbIMK dainnamu

IV. 3awmTa MallMHHbIX HocuTenel nHoopmauunm (3HN)

3HU.0 Pa3paboTKa NOAUTMKM 3aLUUTbI MALLMHHBIX HOCUTENEN

’ nHdopmaumnn
3HN.1 YyeT MalLMHHbIX HocuTenen NHbopmaLmm
34U 2 YnpasneHue GpnU3MYECKMM AO0CTYNOM K MALMHHBIM HOCUTENAM

’ nHbopmaumnn
3HN.3 KoHTpo/b NepemelleHna MallMHHbIX HOCUTENEN




MHpOpMaLMK 3a Npeaesbl KOHTPOANPYEMOM 30HbI

UcKkntoveHne BO3MOKHOCTHU HECAHKUMOHNPOBAHHOIO YTEHUA

3HUN.4
MHGOPMaLMM HA MALWUHHBIX HOCUTENAX MHDOPMaLNK
3HUS KoHTponb ncnonb3osaHua nHtepdeiicos BBoAa (BbiBoAa)
MHGOPMaLUM Ha MaLWIUHHbIE HOCUTENU MHPOoPMaL MK
3HU6 KoHTponb BBOAa (BbIBOAA) MHPOPMALMM HA MALLMHHbIE
HocuTenn nHbopmaumu
3HN.7 KOHTpO/b NOAKNOYEHUS MALLUMHHbBIX HOCUTEeNel nHdopmaumnm
3HU S YHUUTOXKEHME (CTUpPaHME) MHGOPMALMM HA MALLUUHHbIX
HocuTensx nHbopmauunm
V. Ayant 6e3onacHoctum (AY/)
AyQ.0 Pa3paboTka NoanTUKM ayauTa 6e3onacHoOCTH
AY[.1 NHBeHTapm3aumna MHPOPMALMOHHbIX PeCypCcoB
AYy[.2 AHanun3 ya3BUMOCTEMN U UX YCTPAHEHUE
AVAL3 leHepupoBaHMe BPEMEHHbIX METOK M (MAN) CUHXPOHU3ALMSA
CUCTEMHOrO BPEMEHM
Ay0.4 Peructpauma cobbiTnini 6esonacHocTu
AYyA.5 KoHTpoAb 1 aHanu3 ceteBoro Tpadpumka
AY[.6 3awuTa nHbopmaunmn o cobbiTnax 6esonacHoOCTH
Aya.7 MOHUTOPUHT 6e3onacHoOCTH
AV[LS PearnpoBaHue Ha cboun npu perucTpaLmm cobbiTmi
6e3onacHocTH
AY[0.9 AHanus gencTeunii nonb3osBaTenem
AYA.10 MNpoBeaeHWe BHYTPEHHUX ayANTOB
AYya.11 NposegeHne BHELWHUX ayaAnTOB
VI. AHTMBUpPYCHas 3awmTa (AB3)
AB3.0 Pa3paboTKa NOANTUKN aHTUBMPYCHOM 3aLLMUTbI
AB3.1 Peanusaums aHTUBMPYCHOM 3aLLUTbI
AB3.2 AHTUBMPYCHasA 3aLMTa 3N1EKTPOHHOM MOYTbI U MHbIX CEPBUCOB
AB3.3 KOHTpO/Ib MCMO/Ib30BAHNA aPXMBHbBIX, UCMOHAEMbIX U
3aWwmndpoBaHHbIX dpainnos
AB3.4 O6HoBneHMe 6a3bl AaHHbIX NPU3HAKOB BPEeAOHOCHbIX

KOMMNbIOTEPHbBIX Nporpamm (BUpycoBs)




Mcnonb3oBaHue cpeacts aHTMBMpyCHOVI 3alWLNTbl Pa3INYHbIX

AB3.5 o
npoussoguTenemn
VII. NpeaoTBpaleHne BTOpXKeHUn (KomnbloTepHbIx atak) (COB)
COB.O Pa3paboTKa NOAUTMKM NPefoTBPALLEHNA BTOPKEHUI
) (KomnbloTepHBbIX aTaK)
COB.1 O6HapyKeHne 1 NpeaoTBpPaLleHMe KOMMbIOTEPHbIX aTaK
COB.2 O6HoBNEHME Ha3bl peLlatowmx NpaBun
VIIl. ObecneyeHune yenoctHoctm (OLN)
ous.o PaspaboTKa nosMTUKKM obecneyeHns LenocTHOCTH +
oun.l KOHTpPO/Ib LLEeI0CTHOCTM NPorpamMmmHOro obecneyeHumn +
oun.2 KOHTpO/b LEeNOCTHOCTM MHPOPMaLLUK
IIE OrpaHnyeHuns no sBogy MHGOPMaLUKN B MHGOPMALMNOHHYIO
’ (aBTOMaTU3NPOBAHHYIO) CUCTEMY
ou.4 KoHTposb AaHHbIX, BBOAMMbIX B UHPOPMALMOHHYIO
) (aBTOMaTU3MPOBaAHHYIO) cUCTEMY
KOHTpO/1b OWNMBOYHbIX AENCTBUIA NONB30BATENEN MO BBOAY U
oun.s (nnun) nepepaye MHbopMauuun 1 NpeaynpexaeHne
nonb3oBaTesnei 06 OWNBOYHbIX LEeNCTBUAX
oun.e Ob6e3nnunsanHune u (Mnn) genageHtnounkauma nHdopmaumm
IX. ObecneuyeHune gocrynHoctu (OAT)
oAaT.0 PaspaboTKa NoaMTUKKM obecneyeHns 4oCTynHOCTH +
oAaT.1 Ncnonb3oBaHMeE OTKA30yCTOMUYMBBIX TEXHUYECKUX CpeacTB
OAT.2 Pe3epBupoBaHue cpecTs U cuctem
O4T.3  |KoHTponb 6€30TKa3HOro GpyHKLMOHNPOBAHMA CPeaCcTB U CUCTEM
OAT.4 PesepBHoOe KonMpoBaHWe MHbOPMaLUK +
o4r.5 ObecneyeHne BO3MOXKHOCTU BOCCTaHOBAEHUA MHOOPMALMK +
0aT6 ObecnevyeHne BO3MOXHOCTU BOCCTAHOBEHWA MPOrPaMMHOro .
' obecneyeHns Npu HELWTATHbIX CUTYyaLUAX
0aT.7 Knacrepusaums nHGoOpMaUMOHHON (aBTOMATU3NPOBAHHOM)
’ cucTeMb!
0aTS KoHTposib NpeaocTaBasemMbix BbIYMC/IUTENIbHBIX PECYPCOB U .

KaHa/10B CBA3U

X. 3almTa TexHn4eckux cpeacts u cuctem (3TC)




3TC.0 Pa3paboTKa NOANTMKM 3aLLUTbI TEXHUYECKUX CPEACTB U CUCTEM + +

3TC.1 3awmTa MHPOPMALMK OT YTEUYKM MO TEXHUYECKMM KaHaNam
3TC.2 OpraHu13auma KOHTPO/IMPYEMO 30HbI + +
3TC.3 YnpasneHue ¢puanyecknm goctynom + +

3TC4 PasmeLlLeHKe yCTPOICTB BbiBOAA (0TOBparkeHma) MHbopmaumuu, . .
' WCK/oYatoLee ee HeCaHKLMOHMPOBAHHbIM NPOCMOTP

3TC.5 3aWmTa OT BHELHWUX BO3AENCTBUM + +

MapKnpoBaHue annapaTHbIX KOMMNOHEHTOB CUCTEMbI

3TC.6 o
OTHOCUTE/IbHO pPa3peLleHHOM K 06paboTke MHbopmauun

XI. 3awmTta MHPopmaLMOHHOM (aBTOMATU3UPOBAHHOM) cucTeMbl U ee KomnoHeHToB (3UC)

3U1C.0 Pa3paboTka NoANTMKM 3aLLMTbl MHPOPMALIMOHHON N .
) (aBTOMaTU3NPOBAHHOI) CUCTEMbI U €€ KOMNOHEHTOB

Pa3genenune GyHKUMIA NO ynpaBaeHUo (aAMUHUCTPUPOBAHMIO)
31C.1 MHOPMALUOHHOW (aBTOMATU3MPOBAHHOM) CUCTEMON C UHbIMK | + +
dYHKUMAMM

3awuTa nepumeTtpa MHGOPMALLMOHHOW (aBTOMATU3NPOBAHHOM)

31C.2 + +
cUcTeMbI

31C.3 SwenoHNpoBaHHaA 3awmnTa MHGOPMaLMOHHOM N .
' (aBTOMaTU3MPOBAHHOM) CUCTEMDI

3CA CermeHTMpoBaHue MHGOPMaLMOHHOKN (aBTOMaTM3UPOBAHHOM) .
' cucTeMbl

3UC.5 OpraHusauma 4emMuanTapu3oBaHHOM 30HbI + +

3nC.6 YnpasneHune ceTeBbiMU NOTOKAMU

3UC.7 Ncnonb3oBaHue amynaTopa cpesbl GyHKLMOHMPOBAHMA
) nporpammuHoro obecnevyeHus ("necouHunuya")

3UC.8 CoKpbITHE apXUTEKTYPbI U KOHPUTYpaL MM MHPOPMALMOHHOWM . N
’ (aBTOMaTU3MPOBAHHOM) CUCTEMBI

31C.9 Co3pgaHue reTeporeHHoOM cpeapbl

Mcnonb3oBaHMe NporpaMmHoro obecneyeHus,
3U1C.10 GYHKLMOHMPYHOLWErO B Cpeaax pas/InyHbIX ONepaLmMoHHbIX

cncrem

MpepoTBpaleHme 3a4epKKM UK NpepbiBaHMA BbINOJIHEHUA
31UC.11 | npoueccos C BbICOKMM NPUOPUTETOM CO CTOPOHbI MPOLLECCOB C
HU3KMM NPUOPUTETOM

MN3onaums npoueccos (BbiNo/SHEHWe NPorpamm) B BblaeeHHOM

31C.12
obnactm namaTtu




3nC.13

3awnTa HensmeHAeMbIX AaHHbIX

Mcnonb3oBaHue Henepe3anuncbiBaeMbIX MaLLWMHHbBIX HocuTenemn

3U1C.14
nHpopmaumnm

Peanunsauma sneKTPOHHOrO NOYTOBOrO 06MeHa C BHELIHMMMU

31C.15 CeTAMM Yepes OrpaHMYeHHOEe KOAMYECTBO KOHTPOAMPYEMbIX
TOYeK
31C.16 3awmTta OoT cnama
31nC.17 3awmTa MHPOpPMaLMK OT yTeuek
3C.18 BAOKMpPOBKa A0CTyNa K caTam UM TUNAm CalTosB,
' 3anpeLLeHHbIX K MCNONb30BAHUIO
31C.19 3awmTa MHPOpMaLMKM NpU ee nepesade NO KaHanam CBA3MU
31nC.20 ObecneyeHne A0BEPEHHbIX KaHana, MapLupyTa
3UC.21 3anpeT HeCAaHKUMOHMPOBAHHOW YAa/IEHHOM aKTMBaLUK
) nepudepnnHbIX yCTPONCTB
YnpasneHue atpmbytamm 6€30MacHOCTU Npu B3aMMOAENCTBUA
31C.22 C UHBIMW MHOOPMALMOHHbIMM (aBTOMATU3MPOBAHHbIMM)
cMcTeMamm
31C.23 KOHTpO/b MCNO/Ib30BaHNA MOBUABHOTO Koaa
31C.24 KoHTposb nepegaum peyesoi MHGopmaumm
31C.25 KoHTposb Nepeaayun suaeonHbopmaLmm
31C.26 MoaTtBepKAeHME NPOUCXOKAEHUA UCTOYHMKA MHDOPMALLUK
3nC.27 ObecnevyeHne NOANMHHOCTU CETEBbIX COeANHEHNI
3M1C.28 |MckntoueHMe BO3MOXKHOCTU OTPULLAHMA OTNPABKK MHPOpMaLLMK
UcKkntoueHne BO3MOXKHOCTM OTPULLAHWUA NOJTYYEHMUA
3U1C.29
nHbopmaumnn

31C.30 Ncnonb3oBaHMe YCTPOMCTB TEPMUHANBHOMO A0CTyNa
31C.31 3almTa OT CKPbITbIX KaHA/10B Nepegayn nHbopmaumnm
31C.32 3auwuTa 6ecnpoBoaHbIX COeANHEHW
31C.33 UckntoyeHne goctyna yepes obuime pecypcobl
3U1C.34 3aluTa oT yrpos oTkasa B obcaykmusaHum (DOS, DDOS-aTak)
31C.35 YnpasneHue ceTeBbiMU COeaMHEHNAMMN
3UC.36 Co3pgaHue (amynaums) NOXKHbIX KOMMNOHEHTOB

NHPOPMaLMOHHbBIX (aBTOMATU3MPOBAHHbIX) CUCTEM




MNepesoa MHGOPMALIMOHHOM (aBTOMATU3NMPOBAHHOI) CUCTEMbI

31C.37
B 6e3onacHoe CoCTosAHME NPWY BO3HMKHOBEHUM 0TKa30B (cboes)

311C.38 3awmTta MHbopMaLMKN NPU UCMOIb30BaHUN MOBU/IbHbIX .
' yCTpoWncTB

31C.39 YnpaeneHue nepemelleHneM BUPTYaibHbIX MaLLUH N
) (KoHTelMHepoB) N 0bpabaTbiBaEMbIX Ha HUX AAHHbIX

XIl. PearmpoBaHue Ha KOMNblOTEpPHblE HUMAEeHTbI (MHLL)

Pa3pa60TKa NONNTUKN pearnpoBaHMA Ha KOMMNbIOTEPHbIE

MHLL.O0 +
WHUMAOEHTDI

MHLU.1 BbiAB/ieHME KOMNBIOTEPHbLIX MHLNAEHTOB +

MHLL.2 NHPopmMpoBaHME O KOMMBIOTEPHbBIX NHLMAEHTAX +

MHLU.3 AHANM3 KOMMbIOTEPHbIX MHUMAEHTOB +

MHU.4 YcTpaHeHWe NocAeAcTBUIA KOMMNbIOTEPHbIX MHUMAEHTOB +

MHLLS MpuHATUE Mep NOo NPeaoTBPALLEHMIO MOBTOPHOTO N
' BO3HMKHOBEHMSA KOMMbIOTEPHbIX MHUUAEHTOB

XpaHeHuWe 1 3aWwmTa MHGOPMaLLMM O KOMMbIOTEPHbIX

MHLU.6
NHUMAEHTaX

Xlll. YnpasneHue KoHourypaumeit (YKO)

VK®.0 Pa3paboTKa NOAUTMKM ynpaBaeHUsA KOHbUrypaLumei .
) MHbOopMaLUUOHHOM (aBTOMATU3NPOBAHHOM) CUCTEMDI

YK®.1 NaeHTMdMKauma o6beKkToB ynpasaeHna KoHpurypaumei

YK®.2 YnpasneHne nsmeHeHNAMU +

VK® 3 YcTaHOBKa (MHCTanNAUMA) TOIbKO paspeLleHHoro K N
’ MCMO/1b30BaHNIO NPOrpammHoro obecrneveHms

YK®.4 KOHTpOo/ib AeCTBMIN MO BHECEHUIO M3MEHEH U

XIV. YnpaBneHune ob6HOBAEHMAMM NporpammHoro obecnedyerusa (ONO)

0no.0 PaspaboTKa NoAUTUKM ynpaBaeHns 0B6HOBAEHMAMM N
’ nporpammHoro obecneyeHus

oMo 1 MouckK, nonyyeHne o6HOBAEHUIA NporpaMmHoro obecneyeHus N
’ OT JOBEPEHHOI0 UCTOYHMKA

ono.2 KOHTPO/b LIe/IOCTHOCTU OBHOBAEHWNIA MPOrPaMMHOro .
’ obecneyeHuns

ono.3 TecTUpoBaHMe 06HOBAEHMI NPOrPaMMHOro obecneyeHmn +

ono.4 YcTaHoBKa 06HOBAEHWUI NporpammHoro obecneyeHus +




XV. MnaHupoBaHMe meponpuaTuin no obecneyeHnto 6esonacHoctu (MJ1H)

AAH.0 Pa3paboTKa NoONUTUKM NAAHUPOBAHNUA MEPONPUATUIA NO N N N
' obecneyeHmto 3aLWMTbl MHGOPMALMM

ANH.A Pa3paboTKa, yTBEp:KAEHNE N aKTyan3auma niaHa N N N
' MepoNpUATUIA No obecneyeHmto 3aLWuTbl MHOPMaL UK

KOHTPO/b BbINOAHEHWA MEPONPUATUI NO obecneyeHunto
MJ1H.2 + + +
3awWwmTbl MHPopMmaLmm

XVI. ObecneyeHne geicTBuiA B HewwTaTHbIX cuTyaumax (AHC)

Pa3paboTka NoAnUTUKKM obecnevyeHma 4eiCcTBUIM B HELUTATHbIX

AHC.0 + + +
cUTYyaumax
AHC.1 Pa3paboTKa niaHa AeNCTBMIA B HELUTATHbIX CUTyaLMAX + + +
O6yueHune u oTpaboTKa AeNCTBUIM NepcoHana B HELITaTHbIX
[IHC.2 Y P A P + + +
cUTYyaumax

HC.3 Co3faHue anbTepHATUBHbLIX MECT XpaHeHMA U 06paboTKM . .
’ MHPOPMALMM Ha Cy4yalh BOSHUKHOBEHUA HELUTAaTHbIX CUTYaLLUI

Pe3sepBupoBaHme NporpamMmMHoro obecneyeHms, TEXHUYECKUX
OHC.4  |cpeacTs, KAHANOB CBA3M HA C/lyYalt BOSHUKHOBEHWA HELUTATHbIX + +
CUTyaumm

ObecneyeHne BOSMOKHOCTM BOCCTAHOB/IEHUSA
OHC.5 MHDOPMaLNOHHOM (aBTOMaTM3NPOBAHHOW) CUCTEMbI B Cy4Yae + + +
BO3HUKHOBEHMA HEeLWTaTHbIX cmyau,mﬁ

,E,HC 6 AHaNN3 BO3HUKLUMX HELUTATHbIX cmyau,mﬁ N NpUHATNE MEP NOo + + +
) HeaonyweHn nx NnOBTOPHOIro BO3HNMKHOBEHUA

XVII. UndopmuposaHue n obyyeHue nepcoHana (MMO)

Pa3spaboTka NOANTUKU MHOPMUPOBAHUA U 0BYyYEeHUA
nno.o P bopmmp Y + + +
nepcoHana

Uno.1 NHdopmmpoBaHme nepcoHana 06 yrposax 6e3onacHocTu N N N
’ nHbopmauum 1 o npasuaax 6esonacHon paboTsl

nno.2 Ob6yueHune nepcoHana npasuaam 6esonacHon paboTsbl + + +

UMo.3 MpoBeaeHMEe NPAKTUYECKUX 3aHATMIA C MepPCOoHaAN0OM Mo N N
) npasuaam 6esonacHoi paboTsbl

uno.4 KoHTpoAb 0cBeAOMAEHHOCTM NepcoHana ob yrposax N N N
’ 6e30nacHOCTU MHPOPMaALLMK M O NpaBuiax besonacHoi paboTbl

"+" - mepa 3aWmnTbl MHOOPMaLMKM BKAOYEeHa B 6a30BbIii HABOP Mep ANA COOTBETCTBYHOLLEro Kaacca
3aLLMLLEHHOCTM aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBAEHMS.



Mepbl 3aWmTbl MHGOPMALMMK, He 0603HAYEHHbIE 3HAKOM "+, MPUMEHAIOTCA NP aganTaumm u
AonosHeHUn 6a3oBoro Habopa Mep, a TakKe Npu pa3paboTKe KOMMNEHCUPYIOLLMX Mep 3aLmTbI
MHPOpPMaLMKN B aBTOMATU3MPOBAHHOM CUCTEME YNPABIEHNA COOTBETCTBYIOLLETO K/1acca 3aWMLW,EeHHOCTM.



